
Accounts Receivable
Security for Govern OpenForms

This section runs through the procedures for setting up security on the 
administrative forms, the user forms, and the batch processes.

These are described under the following headings:

• Prerequisites on page 98
• Allowing Cash Collection on an A/R Subsystem on page 98
• Defining Security for Administrative Forms on page 101
• Defining Security for Batch Processes on page 102
• Defining Security for the A/R User Forms on page 104
• Defining Security on the A/R Entities on page 106

Prerequisites

In order to set up security for A/R in Govern OpenForms:

• Access to the following applications:
• Govern Security Manager (GSM)
• Govern OpenForms Designer (OFD)
• Govern New Administration (GNA)
• Govern v6

• The required user forms must be set up in the OFD and added to Profile 
through GNA.

• Access to GNA Department Maintenance for the A/R Subsystems 
Allowed.

Allowing Cash Collection on an A/R Subsystem

The Department Maintenance form includes a setting called A/R Subsystems 
Allowed. When this option is selected, cash collection is permitted for the 
subsystem. Users and roles with access to a Profile that is linked to the 
subsystem can perform cash collection on that subsystem.

Overview
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To allow cash collection on a subsystem:

1. Launch GNA.

2. Select System Parameters > Department Maintenance.

3. Select the department that you want to modify or create a new one. 

4. Select the General tab.

5. Select the subsystems on which you want to grant cash collection rights.

6. Click Save.

7. Open the Profile Editor.

8. Select the Profile that you want to modify or create a new one.
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9. Select the department you updated from the Department drop-down list.

10. Click Save.

11. Launch the Govern Security Manger (GSM).
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12. Expand Applications > Govern > Profiles.

13. Right-click on the Profile that you have updated.

14. Provide access to the Roles and users as required.

15. Click Save.

Defining Security for Administrative Forms

Security for the A/R administrative forms can be defined at multiple levels:

• Application: Set the security for all of GNA.
• Application Configurations: Set security for all application configuration 

forms.
• Govern Tax: The A/R configuration forms are grouped under Govern Tax 

along with Real Property, Personal Property, and the Excise Tax forms. 
You can set security on this group.

• Accounts Receivable: Set security on all the A/R forms as a group or on 
each of the following forms separately:
• A/R Class
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• A/R General Parameters
• ACH Accounts Parameters
• Cash Collection Parameters
• Copy to Year
• G/L Accounts
• G/L Distribution Parameters
• G/L Transaction Parameters
• Subsystem Priority Parameters

Defining Security for Batch Processes

In Govern OpenForms, version 6 and above, batch processes are defined by 
Profile. Security on batch processes can be defined at the following levels, in 
the Govern Security Manager (GSM):

• Applications: You can set the security on all applications at once.

Note: Security is set on the form. It cannot be set on the individual 
parameters on the form.
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• Single Application: You can set the security for GNA, Govern, or any one 
of the applications in the Govern OpenForms product suite, separately.

• All Profiles: You can assign user and role permissions to all Profiles at 
once.

• A/R Profile: You can also assign user and role permissions to each Profile 
separately.

• Govern OpenForms: Under the Profile menu, you can set security on all 
Govern user data forms at the same time.

• Any Govern user form: Under the Profile menu, you can set security on 
an individual Govern form. This gives the initial security to access the 
form. Security to view and access the entities and elements on the form is 
set in the OpenForms Designer (OFD).

• Batch Processes: you can set security on all batch processes at the 
same time.

• Any Batch Process: You can set security on any single batch process.

Refer to the Govern Security Manager (GSM) guide for further details on 
security permissions and restrictions.
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Defining Security for the A/R User Forms

The A/R module includes the following data entry forms:

• A/R Inquiry
• Deposit Management

The initial security to execute the user forms is defined in the Govern Security 
Manager (GSM). The security on each entity (or divider) within the form and all 
the text fields and other items on each divider is defined in the Govern 
OpenForms Designer (OFD).

Setting Permissions to Execute a Form

To set the initial security to execute a form:

1. Launch the Govern Security Manager (GSM).

2. Expand the datasource.

3. Select Applications > Govern > Profiles.

4. Expand a Profile that contains the A/R user forms.
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5. Right-click on one of the user forms and select Edit.

6. Set the security for each role.

7. Right-click on the item again and select Exclusions.

8. Select the Add User to drop-down list to select the users under the role 
who have different security permissions.

9. Define those permissions.

10. Click the Save icon. 

11. Repeat the procedure for each Profile that contains the form 

Refer to the Govern Security Manager (GSM) guide for further details on 
security permissions and restrictions.
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Defining Security on the A/R Entities

In Govern OpenForms, security on the entities and attributes is set up in the 
Govern Open Forms Designer (OFD). The security for Accounts Receivable 
and other forms that are created from Custom Controls is handled differently 
from the standard forms. 

The following steps are required to set up the security on the A/R entities:

• Verify the prerequisites.
• Hide the root entity.
• Define security on the A/R Inquiry entity.
• Define security on the A/R Information entity.

Verifying the Prerequisites

Before completing the procedures, ensure that the prerequisites are met:

• Security to execute the form is set in the Govern Security Manager (GSM), 
as described under Setting Permissions to Execute a Form  on page 104.

Hiding the Root Entity

A root entity is required for each user form. If there is only one entity in the 
form, that entity is the root. If there are multiple entities in the form, all other 
entities are linked to the root. Typically, the root entity opens when a user 
opens the form. Because A/R Inquiry is created from a custom control, it 
cannot be the root entity. It must be associated with another entity that is 
defined as the root. For this reason, A/R Root is added to the form. However, it 
has no other functionality, and in order to make the form user-friendly, it is 
necessary to hide it from view.

To hide the root entity:

1. Launch the OpenForms Designer (OFD).

2. Open the Accounts Receivable form (AR008).

3. Select the A/R Root entity.

4. Select the Security icon .

5. Select Normal under Type.
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By default, the Alternative Type is the same as the Normal Type. It is 
recommended to define the Normal security and then define the 
exceptions for the Alternative security.

6. Select the required Profile under Profile.

7. Select By Role and select the required Role.

8. Select the Show / Hide icon to hide the visibility.

9. Click Save.

10. Repeat the procedure for the Alternative type, for all Profiles that contain 
the form, and for all roles and users accessing the form.

Defining Security on A/R Inquiry

A/R Inquiry is created from a custom control. For this reason, the fields are not 
visible when the entity is selected in the OFD. They cannot be modified and 
expressions cannot be added. Also, the security on the fields is set differently 
from other forms.

Setting View Permissions on the A/R Inquiry Entity

To set permissions for viewing the A/R Inquiry entity:

1. Launch the OFD.

2. Open the Accounts Receivable form (AR008).

3. Select the Security icon .

4. Select the A/R Inquiry entity.

5. Select the required type, profile, and role as described under Hiding the 
Root Entity  on page 106.

6. Select the Show / Hide icon  on the tab to hide the visibility .

7. Click Save.

8. Repeat the procedure as required for all types, profiles, roles, and users.

Setting Permissions on the A/R Inquiry Transaction Forms

To set permissions on the transaction forms:

1. Launch the OFD.

2. Open the Accounts Receivable form (AR008).
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3. Select the Security icon .

4. Select the A/R Inquiry entity.

5. Select the type, profile, and role as described under Hiding the Root 
Entity  on page 106.

6. Select the drop-down arrow on the tab to hide the visibility .

This expands the list of transaction functions on which you can set the 
security.

7. Click Save, after defining permissions.

8. Repeat the procedure as required for all types, profiles, roles, and users.

The items that are displayed on the transaction forms, such as the user data 
entry fields, the group boxes that contain them, and the actions buttons, are 
listed. Icons are displayed beside each of these. There are three states for the 
icons: 

Icon States

Granted

Not Granted

Not Explicitly Set 
(Is Granted)
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The following icons are displayed.

The fields and action buttons for the A/R Detail are listed first. These are 
followed by the fields and action buttons for all A/R transaction forms, such as 
adjustment, abatement, and payment transfer are listed. 

Most transaction forms are divided into General Information, Detail, and 
Comment sections. These sections can be invisible. The text fields and combo 
boxes can be made invisible or read-only. The action buttons can be disabled.

You can grant or restrict the following permissions on the action buttons. In the 
default state  all users and roles can perform the actions:

• Update: Set the icon to Not Granted  to disable the Save and Cancel 
button and all fields.

• Deletion: Set the icon to Not Granted  to disable the Delete button an 
abatement record.

Icon Setting and Result

 View
Granted: The item, such as a group box or text field, is visible.

Not Granted: The item is not visible.

Not explicitly set: The default applies. For the Normal type, the 
item is visible. For alternative, it is the same as Normal. For a user, 
it is the same as the Role.

 Update 
(Edit)

Granted: The text field can be edited or updated.

Not Granted: The item can be edited or updated. 

Not explicitly set: The default applies. For the Normal type, the 
permission is granted. For alternative, it is the same as Normal. 
For a user, it is the same as the Role.

 Action Granted: The icon is enabled and the user can perform the action.

Not Granted: The icon is visible but disabled in Govern. The user 
cannot perform the action.

Not explicitly set: The default applies. For the Normal type, the 
permission is granted. For alternative, it is the same as Normal. 
For a user, it is the same as the Role.
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A/R Inquiry Action Buttons

The Search, Reapply, and Refresh action buttons appear on the tab at the top 
of the A/R Inquiry form:

Search: Users with access to this action button can launch the A/R Inquiry 
search.

Reapply: Users with access to this action button can reapply or reset all A/R 
data. This must be used with caution. It is recommended that only 
administrators have access to this button.

Refresh: Users with access to this action button can refresh the A/R Inquiry 
form. This button adds the latest A/R Inquiry transactions and data to the form. 

Detail

The following parameters are used for the Detail grid on the A/R Inquiry form.
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A/R Details Parameters

A/R Detail Grid
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Abatement

Adjustment
Page 112 © 2015 Govern



Security for Govern 
OpenForms
Charge

Demand
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Fee

Interest
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Penalty
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Refund
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Payment Reversal

Transaction
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Payment Transfer

Define Security on the A/R Information Entity

The A/R Information entity is a standard entity. Expressions can be added and 
the security can be set on this entity as for any other standard entity.

To set the security on the A/R entities:

1. Launch the OpenForms Designer (OFD).

2. Open the Accounts Receivable form (AR008).

3. Select the A/R Root entity.

4. Select the Security icon .

5. Grant and restrict permissions to all items as described in the Govern 
OpenForms Designer guide. Alternatively, you can create expressions to 
show and hide items according to specific conditions.

6. Click Save.
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Defining Security for Deposit Management

Access to All Deposit Numbers

Typically, users need to view and edit their own deposit numbers only. If 
required, you can give any user or administrator access to all deposit 
numbers. 

Granting Access to All Deposit Numbers

To grant access to all deposit numbers:

1. Launch the OpenForms Designer (OFD).

2. Open the Deposit Management form.

3. Click the Security icon  to access the security settings.

4. Select Normal or Alternative under Type.

5. Select the Profile under Profile.
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6. Select By role and select the applicable role.

7. Select By user and select the applicable users if there are any exceptions 
under the role. 

The security icons are enabled when you select an item in each section.

8. Select the drop-down arrow  to the right of the icons in the 
entity tab.

The Access All Deposit Numbers permission setting is displayed.

By default, users are granted access to all deposit numbers, to all 
command buttons, and to all fields on the form. Disable the arrow to grant 
users access to their own deposit numbers only. The following table shows 
the differences in the icon for the enabled and disabled state.

9. Grant viewing and editing rights to text fields and to all items on the form.

10. Click Save . 

Enabled: Access to All Deposit Numbers Disabled: Access to Own Deposit 
Numbers Only
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