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Disclaimer

Harris Govern has taken due care in preparing this manual. However, nothing contained herein modifies or
alters in any way the standard terms and conditions of the purchase, lease, or license agreement by which
the product was acquired, nor increases in any way the liability of MS Govern to the customer.
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Deploy eGovern in Windows Server 2016 Environment

Overview

The Govern Public Web Portal is an e-Government services application that contains a set of modules
that provide citizens and professionals public access via the Internet in order to apply, query, request
and view information. The ability to make online transactions regarding permits, inspections, real
property tax, utility billing, tax assessment, personal property, special assessment, complaints status and
multimedia documents brings a new level of efficiency to managing a jurisdiction’s information. The
following are installation steps for deployment of the eGovern — Public Self Service Portal.

Installation Steps

STEP 1 - Install Internet Information Services (IIS)
Open the Programs and Features

[E Programs and Features

4 [ > Control Panel > Programs > Programs and Features

Centrol Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Unir
®) Turn Windows features on or
off COrganize «
Install a program from the ~
network MName Publish:
Mo |

B Locat Server
B aiserven o p P
B Fibe and Shevns Services B h -
o
WHATS NEW
AGARN MORE
ROLES AND SIRVIR GROUPS
Fil oragE
g File and Storage - - ,
Sendces
(1) Manageasibey () Manageabiity (@ Masagrabidity (D Mansgratiliny
Events Evenis Events Evenis
Pectiimance Seraces R [

B, results Periormance Perfcemance Performance
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i Add Roles and Features Wizard - (m] X

Before you begin L WEB 501 aracampuss com

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your ion, such as sharing doc ts, or
Instailation Type hosting a website.

Server Selection

b

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has 3 strong password
* Network settings, such as static IP addresses, are configured
* The most current security upd from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] Skip this page by default

oo | [ ] (]

Next
F Add Roles and Features Wizard - o %
Select installation type ML WEB 50 rracomputerom

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

(® Role-based or feature-based installation

Server Selection : . .
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

[ < Previous [ Next > Install
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s Add Roles and Features Wizard

Select destination server

Before You Begin
Ingtallation Type

() Selact a virtual hard disk

DESTIMATICN SERVER
MTL-WES. X0 hanriscomiputer.com

Select a server or a virtual hard disk on which to install roles and features.

() Select a server from the server pool

Server Roles Server Pool
Features
Filter:
MName IP Address Operating System

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-sdded servers from which data collection is still incomplete are not shown.

e e )] [ | T

s Add Roles and Features Waard

Select server roles
Bafore You Begn Seect one of more roles 10 install on the selected server,
Instatation Type

Server Selection

Features 4 (@] Common HTTP Features (4 of 6 instalied)
W' Default Document (Instalied)
W Directory Browsing (Installed)
W HTTP Erroes (installed)
¥ Static Content (instalied)
] HTTP Redirection
[ WebDAV Publishing
4 (8] Health and Disgnostics (1 of 6 installed)

« (@] Performance (1 of 2 instalied)

¥ Static Content Compeession (installed)
L1 Conttent Compression

4 (@] Security (1 of 9 instalied)
W' Request Fitering (instalied)
(] Basic Authentication
[[] Centralized SSL Certificate Support
[] Clent Certificate Mapping Authentication
] Digest Authentication

[] 1S Chient Certificate Mapping Authentication

] 1P and Domain Restricticns
] URL Authorization

[[] ASPNET 38
V. ASPNET 46 (Instalied)
O
/| ISAP! Extensions (Installed)
¥ ISAP1 Filters (installed)
[ Server Side Includes
[ WebSocket Protocol
v [ 19 Server
« [#] Management Tools (2 of 7 mstalled)
¥/ 1S Mansgement Console (instalied)

4 [®] IS 6 Management Compatibility (1 of 4 installed)

W IS 6 Metabase Compatibility (installed)
L] 115 6 Management Conscle

] 15 6 Scripting Tools

Ouws swwu Ca-npuhl-ty

1 e e

- o x
DESTINATION SERVER
MTL-WES-RXET narracomputer com
Description
=) provides
for g ard hosting Web. Use

these festures to create Web content or extend the
functiceality of IS. These techaologies typically
pecwide 8 way 1o perform dynaemic operations that
fesult in the creation of HTML output, which IS
then sends 10 Uil chent requests.
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Installation
Once the installation is complete, click Close.

STEP 2 - Create the eGovern Site
Open the Internet Information Services (IIS) Manager

_ Best match

q‘i. Internet Information Services (11S)
- Manager

Decsktop app

&) Intesnet Information Services (15) Manager - a x

f 3 0 MIL-WEB-FXDT » w -

GIN MTL-WEB-FX01 Home

< 9 Manage Sevver
Filten .  Show All | Geoup by:  Ares
ASPNET -
“
n $ “d n
* /4 -
T NET NET Trust  App S
. \
2 Compdaticn zatic Levels Setting: Strwgs “
2 % o
L -
L i ‘.‘«?» g : o
MachineKey Pagesand  Providers  Session State SMTP E-mail
Controls
k| =
ErcePages  Handles
Mappings
] ~ @
I -+ ‘4 3
SAPland ISAPIFiltes loggng MIME Types  Modules Request
CG! Restri firenng
“ «t Pl
Serves Worker
Centfucates  Processes
Manage -
&,
]
Corfigurat. Feature Shared
Edten Delegatien  Configurat
Features View | Content View
Reasy by |
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Create and Select Application Pools
1. Right - click on Application Pools to display the menu and select Add Application Pool.

—— g A
-8 g! I
e :EI Start Page This page le
v 85 MTL-WEB-FX01 (HARRIS\halonsa) with worker

Q Application Ponls

w6 Sites L, Add Application Pool...
\ -~
@ Default i3 Refresh

L2} NET w4,
L5} NET w4,
2} Defaultt

2. Inthe Add Application Pool form, click in the Name parameter and enter an application name;

click OK.
ool Started vd0 Integrated ApplicationPoolld...
Add Application Pool ? *
MNarne:
|eGovem5d
NET CLR version:
MET CLR Version v4.0.30319 ~

Managed pipeline mode:

Integrated ~

Start application pool immediately

3. Inthe Application Pools form, click to select the new application pool.
4. On the Actions pane on the right hand side (RHS), click to select Advanced Settings...

¢ R Actions
’ Application Pools =
This page lets you view and manage the list of application pools on the server. Application pools are associated 2 -
with worker processes, contain one or more applications, and provide isolation among different applications. Application Pool Tasks
Filter: > W Go - FhShowAll | Group by: No Grouping ¥ >
> a
Name Status NETCLRV.. Managed Pipel... Identity Applications , .
J.NET 4.5 Stated w40 Integrated ApplicationPoolid..
o . dit Applicati
oo NET w45 Classic  Started w40 Classic ApplicationPoolid... © : adion R0
2 DefaultAppPool  Started  v4.0 Integrated ApplicationPoolld... 2 @ -
JEEEEEE | Stted w0 Integrated ApplicationPoolld... 0 ‘

e -

In the Advanced Settings form, under the (General) group, set the Enable 32-Bit Applications settings to
True in the combo box; click OK.
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Advanced Settings ? b4

T B
T O YErSTOTT

Enable 32-Bit Applications

Managed Pipeline Mode

Mame
Queue Length [Toow
Start Mode |OnDemand

Limit (percent)

Limit Action Nohction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4294967295

Processor Affinity Mask (64-bit ¢ 4294067295

Generate Process Model Event L

ldentity ApplicationPoolldentity
Idle Time-out (minutes) 20
Idle Time-out Action Terminate hd

Enable 32-Bit Applications
[enable32BitAppOnWin64d] If set to true for an application peool on a 64-bit

operating system, the worker process(es) serving the application peol will
be in WOWE4 (Windows on Windows64) mode. Proceszes in WOWG4 mo...

.ok || Cancel |

Go to the sites. Right click over Default Web Site click right and click on Add Application

Set the the Alias, the Application pool (the one that was created) and set the Physical Path and click OK.

Add Application ? *

Site name:  Default Web Site

Path: !
Alias: Application pool:
|eGovern5€1 | |eGoverr15'D | ‘ Select...

Example: sales

Physical path:
|C:\inetpub\wwwroot\eGovernBﬁ | ‘ ‘

Pass-through authentication

‘ Connect as... ‘ ‘ Test Settings...

[] Enable Prelead

ok | | o]

==

The new site is created in your IS

Copy the eGovern package to the Physical path, that should looks like this.
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“ Home Share View

“- v N > ThisPC » Local Disk (C:) > inetpub > wwwroot » eGovernsd

Name Date modified Type Size

# Quick access
B Desktop *
& Downloads *

% Documents *

Account
App_Themes
AR
bin
& Pictures E Common
I3 This PC CommonControls
CommonPages
¥ Network Custom
CUSTOMCONTROLS
EN
Error
FR
Images
IN
MB
Multimedia
NA
NLog
PM
Report
RESOURCE
Script
Scripts

Subscribers
SYSTEM
WebPortal
WebProfile
2 lapp_offiine

File folder
File folder

File folder

| Default.aspx

\*] DiagnosisConfiguration
| Global.asax
| NLog.config

| packages.config
& Styles
| Web.config

ONFIG File

Edit your web.config file in the <appSettings> section.
Set the following:

e GovernNetConfig to C:\inetpub\wwwroot\eGovern60\GovernNetConfig.xml
o WebSite_Id to your Web Site Id ( the id that will be use for your site in the web site editor in
GNA)

e WebReportDirectoryPath C:\inetpub\wwwroot\eGovern60\REPORTS\

Page 11 of 16
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<appSeztings>
<!-- MSGovern coanfiguration file-->
<add key-‘HSGovern.GovernNetCon!xq"lvalue-"C:\inetpnb\uwvroot\eGovernso\GovernNetCon!1q.x-l" /> ]
<add key="MSGovern.SynchFileAndFolders" valuew g f
<add key="MSGovern.Copy¥ilesAndFolderslocally™ value="FALSE" />
<add key="MSGovern.PaxInstallationFolderPath" value="C:\Program Files (x86)\PAX\POSLink" />
S8H8 xey="GovernSoftware.WebSite Id"
<add key="GovernSoftware.DefaultPage” valUue="WEBPROFILE" />
<add key="GovernSoftware.UploadDirectory” value="C:\Dusuay\" />
<add key="GovernSoftware.UploadMaxFileSize" value="5048576" />
<add key="GovernSoftware.Version dnet" value="3" />
<add key="GovernSoftware.DisplayBuildVersion" value="Ofrg"™ />
<add key="GovernSoftware.TraceArTransactionResponse” value="Off" />
<add key="GovernSoftware.WebReportDirectoryPath® [FELlGe="C: \1netpub \WwiroOL \eGOVErn60\REPORTS\ " /75 ]
<add key="GovernSoftware. WebReportViewerWidth™ vallss"g75" />
<add key="GovernSoftware.WebReportViewerHeight" value="1200" />
<add key="GovernSoftware.WebReportViewerZoomFactor" value="100" />
<add key="GovernSoftware.WebReportViewerWidthlandscape” value="1080" />
<add key="GovernSoftware . WebReportViewerHeightLandscape" value="g2s5" />
<add key="GovernSoftware,WebReportViewerZoomFactorLandscape" value="100" />
<add key="GovernSoftware.ShowHelpPath" value="False" />
<add key="GovernSoftware.Debugiode” value="False" />
<add key="GovernSoftware.ReportDebugMode" value="Palse" />

<!== Temporary Setup- Must add in GNA -->

<!==<add key="GovernSoftware.GisServerName"” value="mtldevOl™/> ==>

<!--<add key="GovernScftware.GisGecDataBaseNane™ value="layers@Juneau®/> -->

<!-—<add key=“"GovernScftware.Autclegin.Llogin® value=*+SfJF+/cySRmUGEbrIJBKIBSL/a+yclok™/> ——>

<!-=<add key="CovernSoftware.Autologin.Password™ value="47rYbeSyyx6TMEXGZnEnGOWFORGAtNOG /> ~->
</appSettings>

Copy the GovernNetConfig.xml and the GovernDABConfig
Edit your GovernNetConfig and set

e databaseConfigFilesFolder
connectionKeysFileFolder
DefaultConnectionKey

e CustomControlDirectory

e Resourcelocation

e SystemFiles

£7xml versison="1.0" sncoding="acf-g" 2>
=_| <configuratcions

<databaseConfigFilesFolder>C: Y inatpob\wwwrootheGoverntl < dacabasaConfigFilesFolders>
<connectiondeysFilaFoaldersC:\ inatpob\ wwwroot\eGovarnéd) </connectionfeayaFilaFalders
<DefaultConnectionKey>MECKLENBURG MTL-5QL2014 sSQU</DefaulcConnectionHeys
<CustomConcrollirescory»C:\inetpabl\wwwrooteGovernsiCostonControlsl </ CuscomConcrollireaccorys

<Hegauraafilalame>Govarniets /Resoureal: latamas
esourcelocation>Cryine WHHEGO Th S00roe ssgurcelocacion
<Syscemfiless>C:\inetpob\wwwroot\eGoverntl\ SystemFi las</Syscemfilass
<Seriallunber>150004-97536668864-3119AF /SerialNunbar>
<0rganizaciontamasMS Govern - Demo</CrganizationNames
<DafavlcSkin>MesGovernBlaok«< /DafaulcSkins
<DefavlcCulcurssan-ns<,/DefauloCuloores
<SupporcedCulcures>an-ns</SupporcedCul curess
<huchencicacionType>HMSAD< /AuchencicacionTypes
<askForConnectionfeyAicScarcups>Troes/askForConneccionKeyhcScarcups>
<LDAFPPath />
-<fconfiguracion®>

Create the folders in your IIS folder (in this case C:\inetpub\wwwroot\eGovern60)

e REPORTS
e ResourceFiles

Page 12 of 16
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e SystemFiles
e CUSTOMCONTROLS

- -9 » ThisPC » Local Dk iC) » inetpub » wwwioot » eSovernid »

Name Date modied Type See

s Quick access

I Desieop , |5 GovemtetConlig

{ TWeb.corks

¥ Downiceds i l * GovernDABConhg I
5 Documents 0 X
= Putures . ] Defaukanpx
eGovernsd ’ = DuagnosisConfiguration
| | Niogenfig
B Netnort ] packager.cenig
o Styles
REPORTS
Resowrcefiles
Systembies
Serpt
Srpts
Subseribert
SYSTEMm
WebPonal
WebProfde

Copy ResourceFiles to the directory at the end of the following path
C:\inetpub\wwwroot\eGovern60\ResourceFiles

®; 5 | ResourceFiles

Home Share View h

« v A > ThisPC > Local Disk (C:) > inetpub > wwwroot > eGovern§) > ResourceFiles
Name Date modified Type Size
# Quick access .
GovernNet.en.resources 5/14/2018 03 PM  RESOURCES Fil 4,080 K8
B Desktop " _i r " J . ihe
|| GovernNet.fr.resources 5/14/2018 5:03PM  RESOURCES File 4,188 KB
. \ . s
¥ Downloads || GovernNetHelp.en.resources 4/3/20186:41PM  RESOURCES File 112KB
i< Documents & [ GouamNetHelp fr.resources 4/3/20186:41PM  RESOURCES File 33KB
» Pictures o
eGovernt0
3 ThisPC

Create a new folder in C:\inetpub\wwwroot\eGovern60\Dummy; give Read / Write access to IIS_IUSRS.
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D Generl Shaing Secuty Previous Versions Customize
j Z Object name:  C:\netpub\wwwroot \eGovem60\Dummy
IN Grupofwernum - -
Il [ B2 Users (MTLWEB-FX01\Users) A
S d 88 11S_IUSRS (MTL-WEB-FX01\IS_IUSRS)
2l 52 Trustedinstaler
D v
AIlIE 2
R! To change pemissions. cick Edt. Eﬂ
:: Pemissions for IIS_IUSRS Allow Deryy
s" Full control 7 ~
i | Modéy v
St Read § execute v
) List folder contants v
W Read .‘/
w Write v v
(  For special permissions or sdvanced settings,
| Lok || cance | [ ey

STEP 3 - Crystal Reports Installation
Install the Crystal Reports Runtime

Document 26 KB

RE&DLCHS:

Permissions for Dummy

Securtty

Objact name:  C\inetpub\wwwroot \eGovem60\Dummy

Group or user names:

52 SYSTEM
S8 Administrators (MTL-WEB-FX01\Administrators)
9& Ueels (MTL WEB- FXD‘I\Usen)

Permissions for lIS_IUSRS

Full control

Modfy
Read & execute
List folder contents
Read

[ulalalala] E
>

<

§

]

Copy the folder C:\inetpub\wwwroot\aspnet_client to C:\inetpub\wwwroot\eGovern60\aspnet_client

Set your connection key for the reports in GNA.

M W |

o [ HE = Y
e i L (=
] ) [ e,

Porias e - et | S o s Gl

St ey | e e

o s gl = |

S

]l per—
I
qr:fl-mu.h |

:

-

-

e ———
.

STEP 4 - SMTP Mail Configuration

The following steps are used for configuration of an SMTP Server of your choice in the Govern New

Administration (GNA).
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SMTP Test Server

For debugging and testing you can set up an SMTP test server using tools like SMTP for Dev or PaperCut.
Both of these applications can be found at the URL’s below.

SMTP for Dev - (https://github.com/rnwood/smtp4dev/releases ) or

PaperCut - (https://github.com/ChangemakerStudios/Papercut/releases)

Troubleshooting

Debugging the Site

The eGovern site can be placed in a mode of operation that will allow you to debug issues that may
present themselves with the site. When configured for debug mode errors in the site it is possible to
remove the custom error setting in the web.config the custom errors mode to Off

T peepuaaa W wale JW W M Maarpeata

ins sumbals (.pdb infarmarisn) ints The =ar
ging symbols (.pdb information) inte the cor

eGovern Validation Page

In order to validate the installation, i.e. confirm that your configuration is correct, a validation page is
generated by the system. This page can be viewed with a web browser that is able to view .ASPX pages,
e.g. Microsoft Internet Explorer or Microsoft Edge. The URL for the WebSiteValidatorPage page is
(http://your site/CommonPages/WebSiteValidatorPage.aspx)

The validation page may also be accessed through the /IS Manager console.
To view the validation page in the IIS Manager...

1. Open the IIS Manager.
2. Select WebSiteValidatorPage.aspx and click on Browse in the Action Panel.
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nections.
Wiz e CommonPages Content
j Stact Page ol f I > Show A | Group by: »
n - % Ge : N
3 MTL-WEB-FX01 (HARRIS\hatorio) Lbzesil . N Show A0 IS ION, No Growping
Y Apphcation Pools Name Type
v % Stes 128k0 Text Document
v @ Default Web Site ErrorPagesspn ASPX Fde
aspnet_chent HelpPage.aspx ASPX File
v ¥ eGovemsd MasterMain.master MASTER Fe
Account WeblogConsoleaspx ASPX File
 App.Themes | WebSiteValidatorP age.aspn ASPX File
| AR
aspnet_chent
b

Videos

R&D@

Actions

‘WebSiteValidatorPagea
Tasks

ASPX Fie

Last Moddiedt 4/27/2018
S0426 A

Size 1.11KB

@ e
©

The following is a link to a How To Video on installing and debugging an eGovern deployment. Click the

link to view the video https://www.screencast.com/t/DIX0XQivU

Test Environments

Govern has configured the following test environments to view a release 6.0 and 6.1 configuration.

eGovern 6.0.1803 — http://test.msgovern.com/eGovern60/

eGovern 6.1.1803 — http://test.msgovern.com/eGovern61/
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