7 =% HARRIS

\ GOVERN

Govern Security Manager

Release 6.0 Version 1
Last Revision Update: 3/7/2019






=\
7.2 HARRIS
A\

GOVERN

Disclaimer

Harris Govern has taken due care in preparing this manual. However, nothing
contained herein modifies or alters in any way the standard terms and
conditions of the purchase, lease, or license agreement by which the product
was acquired, nor increases in any way the liability of Harris Govern to the

customer.
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Introduction
Overview

The Govern Security Manager (GSM) is responsible for the top-level security
management for the Govern Suite of applications.

The GSM manages user access to Govern applications such as Govern,
Govern Scheduler, Govern New Administration (GNA), GIS Application
Components and Configuration, Query Tool (QT), and Validation Tables.
Depending on the Suite application, the level of user access can be controlled
to the . Users that are familiar with earlier versions of the GSM should note
that there are changes in the functioning of the release 6.0 application. Refer
to the section called What's New on page 2 for details about changes

Deploy EZ

Deployment and Management
of Suite Applications

= Download of Binarias / Updates

= Creation of deployment packages
= Connection assignment

v

L | Govern New Administration
(GNA)
Configuration:
= Database Verification
= OpenForms
Profiles

= Fieports Oracl
= Import/ Export
* DATABASES

Business Entity Designer

L2

(BED)
Creation of:
] = Business Entities
= Business Models
= Settingof Attributes (Fields T L :
= SetDatasource — H
—1— '
— 1
= Query Tool (QT)
Creation of:
= Queries
¢ = Customized Searches

OpenForms Dasigner (OFD) Q
Creation of:

= Business Models

- OpenForms

= Setting of Attributes (Fields)
V = Custom Controls

= Custom Screens E

Govern Security Manager (GSM) e :

Govern Govaer|

Configuration of Securities: i " Scheduler (G5)
= Applications H Secured Application Control of:
= Menus i = Preview of Profiles « Batch Processes
= Profiles - = OpenF

. penForms —- = Queusing

- = Openforms : = Reports (‘\‘ = Sequencing
= Reports : e')

= Foles H

» Users
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What’s New

This section lists new features, or new ways of performing an old function in
the Govern Security Manager (GSM). These new features are indicated by the
NEW! symbol. Note that release 6.0 was a re-engineering of many of the
Govern suite applications, there were changes to the way the GSM effects
security from this version onwards.

Change in Hibernate Behavior

By design the Govern application will not load if the (E)xecute OR (V)iew flags
are disabled in the GSM. As of Release 6.0 1509.0038 and Release 6.1
1509.0054

No Inheritance for Top Level Objects

Users of Release 6.0 and greater of the Govern Security Manager (GSM)
should note that when securing objects, the solid blue square that signifies
“Inheritance” is no longer available for top level objects.

© 2019 Harris Govern
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Security Manager Terms

Prior to using the Govern Security Manager (GSM), it is recommended to
review the terms that are used to describe virtual objects or actions within the
context of the GSM.

Applications

These are the applications that can be secured by the Govern Security
Manager (GSM). Examples include the Govern menus and profiles, Entities
and Entity Sets in the Query Tool release 6.0, the Batch Scheduler console,
Govern New Administration (GNA), and the Govern GIS Application. In the
future, other applications will be added. See Applications on page 27.

Permission

This is an action or rule that applies to an action that a user can perform. This
can be anything from viewing to modifying, or deleting data records. Another
name for a permission is an Access Right. See Permission Flags on page 43.

Exclusions

These are exceptions to a permission or access right. An exclusion may take
the following form: e.g. All users can view the data in field "X", except for user
B, who will be excluded from viewing the field. See Making an Exclusion on
page 23.

Menu

These refer to the user accessible menus and sub menus for accessing
functions and initiating processes within the application. See Menu on
page 27.

Profiles

A Profile is best described as a Workspace or work environment. Profiles
inform the system that anyone that is in this workspace will have access to
these Openforms, Reports, fiscal year, and has a set level of access to private
information. For example, a profile for a Building Department will specify
access to the OpenForms and or Reports, required for the department to
operate. See Profiles on page 28.

Page 3
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Roles

Roles are a collection of users and permissions that give access to Profiles. A
role is the equivalent of a Group in Govern for Windows. One can say that
within a county office, there are many "roles"; i.e. secretaries, clerks, tax
collectors, and assessors, to name a few. In order for a user to work in the
office, they must first be assigned or made a member of a Role. A user can be
assigned to many roles. See Roles on page 30.

Users

In the context of the Govern Security Manager (GSM), a User is an individual
that requires access to a secured application. Anyone can be a user
regardless of their level of access. A user can be part of one or more profiles.
For example you can have a user that has access to the Building function
through several profiles. One assigned profile might be able to insert, update
and delete, while another profile will have inquiry access only. See Users on
page 40.

GSM Components, Nodes, and Sub-nodes

A GSM Component is a top level object that can represent an Application,
Object Types, Roles, or Users. Under these components are nodes and sub-
nodes. See Components, Nodes, and Sub-nodes on page 11.

Synchronize

As changes are made to the security of an application, or changes to a
database, the overall system will need to be made aware of these changes.
Making these changes known to the system is called synchronizing in the
context of Govern. See Synchronize All button on page 14.

© 2019 Harris Govern Page 4
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Starting the Govern Security Manager
(GSM)

Method of Authentication

Administrators should note that during the setup of the deployment package
that will contain the GSM, at the Deployment Authentication Type option,
Microsoft Active Directory (MSAD) is the default. When MSAD is the
authentication method, the application will verify that the user exists in
Govern’s USR_USERFILE table. Users that have been logged into windows
will have unhindered access to the application.

When the GOVERN authentication method is selected, users will be
presented with a login screen.

Users that are presented with a Log-in screen...

1. Ensure that the correct database connection has been selected; enter a
username and password.

2. Click OK to start the program.

If an incorrect Username and Password combination is entered, an error
message will be displayed; click OK, and make any required corrections.

Username |harriman

Password

CK

You have a maximum of three (3) attempts to make a correct entry; three
failed entries in a row will result in the application closing down.

Page 5 © 2019 Harris Govern
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The Govern Security Manager (GSM)
Interface

Govern Suite
button

C ECUr — O b4
ﬁ Home
He @ B @ P _o
Culture Refresh  Synchranize Govern Open Form Ribbon
\ All Designer (OFD)  Query
fa () Applications N | | application: Gha
{8 Business Entity Designer E
@ GNA |Z|
@ Govern General | Exclusions
(# Govern Scheduler Guid: 3feSe84c-563a-4d62-8cch-Tb3695¢2586¢
@ mGovern Description: GNA
% OpenForms Desianer
Type: Application
Object Explorer Parent:
(Application pane) Permissions per role: .
Object Explorer
Role Alt. 1 U AU D ALD
"8 Users Details pane
%7 Administrators 1 4 < <
&% Govern Super User 4 4 4 < <
% Tax Enforcement Officers 4 0 -« 4 4 4
&7 Tax Supervisors 4 O « 4 4 4

Overview

The Govern Security Manager (GSM) interface is divided into three (3)
principal areas.

Ribbon: This is the location where you can effect quick changes to the
Interface.

Object Explorer Details or Details pane: Details of the components that
are selected in the Object Explorer are found in this area.

Object Explorer: Application components are displayed in a treeview in this
area. The GSM is set up in a hierarchical manner to allow the user to quickly
access securable components within an application. Object can be accessed
using a "drill down" process. For example, a double-click on the Applications

© 2019 Harris Govern Page 6
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icon will display any applications that can be secured. When you are able to
"drill down" to a new level, the information that appears is displayed in the icon
that appears in the Treeview area. This information is also displayed in the
Object Details pane. A right-click on any object type will display a context-
sensitive menu.

When the object icons first appear, you must double click on them to expand
their content. After the double click, when there are one or more items within
the icon, an arrowhead (A) will be displayed beside the expanded icon. Click
on the “turned” arrowhead (B) to collapse the icon.

(1] Security Manager - o X

Emme
Fc O E B B @

Culture Refreh Syn h
B D g [OFD] Query Tool (QT)

f(r‘ ) Applications - Application: GNA
£3 Business Entity Designer =

@ GNA
Genersl | Exclusions

(1 Govern Scheduler Guid:
@ mGovern
%] Openforms Designer

& Query Tool Type:
9 sty Manager Parent:
f¥oation Tables Permissions per role:
» & Roles fole

Description: GNA

EARLE Vo ARY 1 Al U AU D ARLD
r & Users

# Administrators <4 4 4 <4 4

b 8 Govern Super User < < < < ¥

%' Tax Enforcement Officers « 0 « 4 4 4

% Tax Supervisors 4 O « 4 « 4

Note: Itis only when you click on the icons, do the sub-items load into
memory. Depending upon your system configuration, if there are many
items to be loaded, there may be a delay during the loading process.

Resizing the Application Window

As is the standard for Microsoft Windows, the Govern Security Manager
window can be resized by placing your pointer at any one of eight (8) positions
along the windows edge until you see a double sided arrow; click and drag to
resize the window (A).

Page 7
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The Govern Suite Button

The Govern Suite button (A) nage.

contains the Close option (Alt + F4) & * ®

used In the appllcatlon' Cu\iure Re?:sh Syncgrlfmze Help

Close: To close the application, e iy o AETWGNA
select Close. L]

General | Exclusions

@ Govern

Note: You may exit the application with a double-click on the Govern Suite
Button.

Exiting from the Govern Security Manager

Before you exit from the Govern Security Manager, always ensure that all
changes have been saved. There are different areas where you can exit from
the Govern Security Manager:

To exit from the GSM...

1. Double click on the Govern Suite button.

OR

2. Click the Govern Suite button and select Close.

OR

3. Click the application close button (Upper right hand corner).

© 2019 Harris Govern Page 8
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The Ribbon
Overview

The GSM Ribbon gives access to controls that allow users to change the
language of the interface. In addition you can perform a screen Refresh.

a Security Manager -
Ly

N [e:
Query Taal (QT)

Culture Refresh Synchronize Govern Open Form
- Al
Options Tools Help

Designer (OFD)

a () Applications
§8 Business Entity Designer
@ A

Application: GNA ‘

General | Evrlicinne

To access the Ribbon menu, right-click anywhere in the area of the toolbar.
The floating menu will present you with the option to Minimize Ribbon.

Minimize the Ribbon

To obtain more space on your desktop, you can minimize, i.e. hide, the
Ribbon.

@ Security Manager

- O X
" Home |
Show Quick Access Toolbar above the Ribbon
@ = e E Minimize the Ribbon
Culture Refresh Synchranize Gavern Open Form Govern Help
- All Designer (OFD)  Query Tool (QT)
TS TooT y
4 [0 Applications Application: GNA |
{8 Business Entity Designer -
@ GNA _! E] Security Manager
] Show Quick Access Toolbar above the Ribbon
(@ Govem Scheduler ¢ (2 Applications Appl —
mGavern . . + | Minimize the Ribbon
I S
] OpenForms Designer @ GNA | &
‘ General | Excusions |
& Query Tool @ Govern General | Exclusions
) Security Manager t Guid: = - B
(® Govern Scheduler uid: 3fe5ch4c-563a-4d62-8cc6-Th3695c2586¢
@ Validation Tables
i @ mGovern Description: |GNA
" & Roles #] OpenForms Designer
I & Users & CQuery Tool Type: Application
@ Security Manager Parent:
@ Validation Tables Permissions per role:
To Minimize or Maximize the Ribbon...
Page 9 © 2019 Harris Govern
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1. Right-click on an area of the ribbon with text on it.
2. Select Minimize the Ribbon (A).
When selected, this menu option will have a “check mark” beside it. To turn off

the option, right-click to display the floating menu and reselect the same menu
option.

The GSM Ribbon consists of a Tools tab that is divided into two sections.
These section are Options, Ribbon Color Theme, and Culture.

The Culture group

9@

Help

igh (United States) Help

J:L}'_ “ | Role: Gavern Super User| Role: Govern Us
| Englich (Canacds) h

Click Culture (C) to change the language of the interface. Currently there are
two (2) languages supported:

en-ca (English): When selected this option will change the interface
language to Canadian english.

fr-ca (French): Select this to change the interface language to French.

© 2019 Harris Govern Page 10



Govern Security Manager P}{. HARRIS

S

GOVERN

Object Explorer Pane
[E] Overview

Components that appear in the GSM are presented in a treeview interface.
With a treeview interface, you are able to “drill down” into the component icon.
Double-click on an icon to, when available, expand it. An expanded icon will
be preceded with a turned down arrowhead (B), to collapse the tree, click the
arrowhead again. When collapsed the icon will be preceded with a white
arrowhead (A) that is pointing to the right.

I;______;A‘

@ GIs
@ GNA General | Permissions
@ Govern Permissions per application:
(% Govern Scheduler Application E ALE Vo ARV I At | u
@ mGovern £2 Business Entity Designer 4 4 4
& OpenForms Designer
ao ° @ s < < <
¥ & Query Tool
A © Security Manager (1 Govern Scheduler 4 4 4
I @ Validation Tables ] Openforms Designer < < <
I (&) Object Types & Query Tool 4 4 4
4 [ Roles O Security Manager 4 4 4
G S U
& = Spertleer W Validation Tables 1 1 1
" Govern Userg
M Insert/ Update
I Insert / Update / Delete

Components, Nodes, and Sub-nodes

In the Object Explorer pane you are presented, by default, with the database
connection icon and three (3) component icons.

A double click on the Applications icon
collapses or expands the icon to reveal the
areas that can be secured (A). The double-
click action to access a node or sub-node is
referred to as a “drill-down”, or a “drilling
down” process..

- Rﬁon Color Ther

“~] Object Explorer - 1%
& Refresh | &) Synchronize al

¢ CMSDEMO_IXMTLNI_SQL { oolaniyan )

a () Applications
() Batch Scheduler conscle CAD

Qas
@ cNa

(3 MS Govern.Net
b Query tool
@ Validation Tables

W~ re

(%) Object Types
[ Roles

A Users J
’ A i B P

Page 11
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The following are the Components that the Govern . @ Avplistions  Components |||
Security Manager (GSM) is able to secure. These 32; -
components are, Applications, Object Types, e
Roles, and Users. Within the different components e
are nodes, and sub-nodes. @ Bateh process
@ Herp
i Home
@ Ceiens Sub-nodes
9 Tools
) Profiles
[?G aaaaa Sched \7
fqz::;:::?s esigner Nodes
@ Validation Tables
(@ Object Types
(s Components
& Users
il I
Sub-nodes

You can drill-down into the main components to view sub levels. The sub-
level of a component is referred to as a node. Sub-levels or Sub-nodes can be
seen, when available, with a drill-down on any of the node icons.

Applications component and nodes

The Applications that are secured for use within the GSM can be found under
this icon. See Applications on page 27 for details.

Roles component and nodes

This node is where user roles are configured. Roles are a collection of
permissions that give users access to Applications, Profiles, and Objects. See
Roles on page 30 for details.

Users component and nodes

This a list of all users with accounts that are registered in the system. See
Users on page 40 for details.

© 2019 Harris Govern Page 12
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Object Explorer pane - Command Buttons

The Object Explorer pane has two (2) principal command buttons; the Refresh
button, and the Synchronize All button. The functioning of the Synchronize All
button was changed in release 4.7, see Changes to the Synchronize

Feature on page 14 for details.

Refresh button

[£] Security Manager - C
R ron
o O (2]
ze G Govern Help

Culture |Refresh| Synchronize =~ Govern Open Form ove
— All Designer (OFD)  Query Tool (QT)

Refresh (F3)

I 4 [ Applications Application: GNA
{3 Business Entity Designer E
GMA .
@ Goven

| % Grnarn Srhadslar Guid:

General | Exclusions

During the course of working in the Object Explorer pane, it will be necessary
to expand the various nodes, i.e. Applications, Roles and Users Types, Roles,
and Users. Refresh is used to clear cached levels when an icon has been
expanded to a sub-node. At a certain point the treeview area can become
cluttered with the expanded nodes and sub-nodes. For a quick reset to the
default treeview displaying the database and the three (3) principal nodes,
click Refresh (F5).

Note: Response time for a refresh may vary due to hardware restrictions
such as slower CPU’s or system RAM. In addition network lag due to
connection speed or an older generation ethernet card.

To reset the Treeview to the default view when nodes and sub-nodes have
been expanded...

Page 13 © 2019 Harris Govern
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1. Click the Refresh button to restore the default view.

4 () Applications () Applications

(1 Batch Scheduler console Ib
4 QG
4 T GIS configuration
4 T Southampton
{iff Base Map
i Client Map i
@ GIS M3 Gavern Web Map Applicatio _
a [ GNA
= Before
4 ({3 MS Govern.Net
T Menu
) Profiles
4 & Query tool

(%) Cbject Types
I Roles
B Users

After

(W e 1o WE WS e

?
3
Synchronize All button

{2 Security Manager - C
Home

@f:: B ©

Culture Refresh Govern Open Form Govern Help
- Designer (OFD}  Query Tool ()

Synchronize All (F6)
pICETo

Application: GNA

{3 Business Entity Designer E E

@ cNa

@ Govern IGenera\ Exclusions

(1 Govern Scheduler gGUidi 3fe5c84c-563a-4d62-8ecb-Tb3695c2586¢
@ miGovern Description: GMNA

= OpenForms Designer

& Query Tool iTypﬂ Applicatior

The Synchronize All button (B) is used when modifications have been made
to the settings of any of the Govern applications, or changes affecting the
database. For example, in Govern, when changes are made to a Profile,
Menu, External Application, or Search objects, the synchronize process would
be required. Another instance is when newly created searches are added to
Predefined Searches, they will not be acknowledged by the system until a
Synchronization has been performed. Other changes that would warrant a
synchronization are the adding of new reports, fields, or Business Models to
an OpenForm function, or changing access to the Query Tool.

Changes to the Synchronize Feature

In previous releases of the Govern Security Manager (GSM), the Synchronize
All option could be found as a floating menu option with a right-click. To
streamline the interface the function has been localized to a single
Synchronize All button. When no nodes are selected, a click on
Synchronize All will perform a complete synchronization with the database.
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To perform a synchronization of the element of a single node, select the node
and right-click. When available, select Synchronize from the floating menu.

Synchronize All Component and Nodes

An overall synchronization, i.e. a complete synchronization of all components
nodes, should be performed when development changes have been made to
one or more Govern applications or modules..

To synchronize all nodes...

ﬁ Security Manager
Home

o B
Calture Mmsh Synchranize Govern Open Form Govern Help
All Designer (OFD)  Query Tool (QT)
Tools Help
Synchrumze All (Fo)
4 () Ay Application: GNA ‘
Bi Entity D
§8 Business Entity Designer
& Gna
General | Exclusions
@ Govern
( Govern Scheduler Guid: 3fe5cB4c-5635-4d62-8cch-7b3695c2586¢
Q mGovern Description: ‘GNA
%] OpenForms Designer
& Query Tool Type: Application
Q) Security Manager Parent: -
@ Validation Tables Permissions per role:
4 & Roles Role EOMRE  V AmV I
) Administrators
[ Govern Super User & Administrators 4 4
[ Tax Enforcement Officers ' Govern Super User 4 <4

1. Click Synchronize All on the Ribbon.

A complete synchronization for all nodes and sub-nodes with the database will
occur.
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Synchronize a Node or Sub-Node

To synchronize an individual node or sub-node...

{1 security Manager

B ome
o @ E B @

Cultur: sh Synchronlze Govern Open Form Govern Help
- Designer (OFD)  Query Toal (QT)
4 () Applications Application: GNA

{3 Business Entity Designer E E
GNA
@ Govern General | Exclusions
P\Govern Scheglul Guiid: A
Edit
Q 0 Eactusi tion GNA
el s clusions
@ Security Manager Parent:
@ Validation Tables Permissions per role:
4 Roles Role EALE v
@ Administrators
[ Govern Super User &7 Administrators 4
& Tax Enforcement Officers & Govern Super User 4
I8 Tax Supervisors & Tax Enforcement Officers 4 O
A Users PO N 7 - —

1. Click to select the required node or sub-node (1).

2. Right-click to display the floating menu; select Synchronize (2).

Note the progress bar; when the bar disappears, the process is complete. The
selected node and all sub-nodes will be synchronized with the database.

When to Synchronize

Note: The length of any of the following processes is dependent upon the
conditions for synchronizing, i.e. number of nodes and sub-nodes,
network traffic, or connection speed.

The following are specific conditions that can warrant a synchronization at a
specific component node, as opposed to an overall synchronization.

Synchronize for the GNA application

Perform a synchronization when development changes have been made to
the Govern New Administration application.
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Synchronize for the Govern application

Use this option to perform an overall refresh of the application when changes
have been made to various areas like Profiles, Menus, etc. this is an
alternative to synchronizing each individual component.

Synchronizing Profiles / Menus / External Applications /
Searches

When an addition or deletion has been made to any of the Profiles, Menus,
External Applications, or Searches, select the appropriate node and right-
click; select Synchronize from the floating menu. The update will correspond
to the area of change.

Synchronize for Batch Processes

Perform a synchronization at this level when development changes have been
made to Batch Processes through the Govern New Administration application.

Synchronize for the Query Tool

Synchronize the Query Tool node or sub-nodes when Business Entities (BE’s)
or Business Models (BM’s) have been made available to the Govern Query
Tool application.

Page 17
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Standard Features

Standard Features

The following display features can be seen at all levels of the GSM.

Floating Menus

Home

@” o

Culture Refresh Synchronize Help
Al

4 () Applications
{3 Business Entity Designer

s

Exclusions

Application: Govern

HX

General | Exclusions |

Guid: 016737ec-3b95-4b67-bbd1-72b;

Description: Govern

Type: Application
Parent:

Permissions per role:

a062515aa

. s Role E Alt.E Vo ALY 1 Alt. | U AU D ArD
() Options & Govern Super User 4 4 4 < |
4 3 Tools &' Govern Users « 4 L 4 4
\?TOO'S & Insert / Update 4 4 4 4 0 -«
- :;ﬁ:; & Insert / Update / Delete 4 L | 4 4 4
Floating Menus for Components, Nodes, and Sub-nodes
Floating menus are contextual in the sense that the type of component icon
that is selected will determine the menu options that are displayed.
Component Component Menu Node Menu Sub-Node Menu
Applications - no options - Edit Edit
Exclusions Exclusions
Synchronize
Roles New Edit - N/A -
Refresh Permissions - N/A -
Import Govern roles New Role -N/A -
Delete - N/A -
Copy - N/A -
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Component Component Menu Node Menu Sub-Node Menu
Users - no options - Edit - N/A -
Permissions - N/A -
Page 19 © 2019 Harris Govern
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The Edit form

When the Edit option is selected from the floating menu, a form is displayed in
the Object Explorer Details pane. This form displays the details of the settings
of the component or node. This is also the interface that will be used to make
modifications to the settings.

E] Security Manager
Home

o @ B H @

Cullure Refresh  Synchronize Govern Open Form Govern Help
All Designer (OFD)  Query Tool (QT)
Options Tools Help
4 (] Applications - Application: GNA I Application: ar-005.rpt - AR Transactions by Effective Date | Application: Gov
{3 Business Entity Designer Application: STO08 - ST Estimate | Application: 101-ar-bp-003 - A/R - Apply Penalties on D¢

&8 GNA

4 (@) Govern
General | Exclusions
@ Bypass Checkout
o e T Tmmamn s mmann e

Edit form - Command Buttons

Q Security Manager
Home

w2 O (2,
Cullu re Reﬁesh Synchronize Govern Open Form Govern Help
All Designer (OFD)  Query Tool (QT)

Options Tools Help

4 () Applications
(9 Business Entity Designer
@ GhA
4 (@ Goven
W@ Bypass Checkout
4 TE Menu

Application: GNA | Application: ar-005.rpt - AR Transactions by Effective Date Application: Goy
Application: 5T008 - 5T Estimate | Application: 101-ar-bp-003 - A/R - Apply Penalties on D

fc5d2cda-75d0-42d6-a3ec-f9318d8daddf

The standard command buttons for an Edit form are:

Save: After entering or modifying any of the parameters, click the Save icon
to save your changes (A).
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Refresh: Click Refresh to update the interface with any new information that
may have been updated in the database (A).

Note: The Refresh button at this level is not the same as the one on the main
ribbon.

Close: Click Close to exit from the Edit form (A).

Opening Multiple Edit forms

When you have finished working on an Edit form, it is recommended that you
immediately close the form. If the Edit form is not closed, selecting another
object type or a different part of the interface, will force the Edit form to be
displayed as a tab in the Object Explorer Details pane. This can result in
multiple Edit forms being open. Multiple open Edit forms can be confusing
during configuration, in addition they can take up valuable system resources,
and affect the performance of the Govern Security Manager (GSM).

(2] Security Manager - m] X
—
B o
Cuture Refresh Syn(hmmze Govern DpEn Form  Govern Help
Designer (OFD)  Query Tool (QT)

4 (i Applications Application: GNA Application: ar-005.rpt - AR Transactions by Effective Date Application: Govern Scheduler
§3 Business Entity Designer Application: ST008 - ST Estimate Application: 101-ar-bp-003 - A/R - Apply Penalties on Delinquen
HX

4 ) Govern
General | Exclusions
@ Bypass Checkout
4 B Menu Guid: feSd2eda-75d0-42d6-a3ec-f9318d8daddf
W Fame Description: 101-ar-bp-003 - A/R - Apply Penalties on Delinquen
(E) Options
Type:
40 Tools
s View Parent:
4 [} Profiles Permissions per role:
4 @ BT - Business Tax Role E ARLE VooAlLY I ARl U ARU D ALD
4 P Batch Processes
@ 101-ar-bp-0 &7 Administrators LI |
® 101-ar-bp-0 &7 Govern Super User LI |
& 101-ar-bp-0 &7 Tax Enforcement Officers LI |
& 101-ar-bp-0 % Tax Supervisors LI |
& 101-ar-bp-0

When multiple Edit forms are opened, they will be accessible through tabs
appearing in the Details pane.
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Edit form - General tab

The General tab contains the main configuration parameters of an object type
that is being secured (A).

8 Security Manager - O X
Home
Cultura Refresh Synchronlze Govern Dpen Form Govern Help

Designer (OFD)  Query Toal (QT)

4 (I Applications Application: GNA Application: ar-005.rpt - AR Transactions by Effective Date Application: Govern Scheduler
{2 Business Entity Designer \cation: STOD8 - ST Estimate Application: 101-ar-bp-003 - A/R - Apply Penalties on Delinquen
@ o HX

4 @ Govern
General”| Excl ns
@ Bypass Checkout o >
4 6 Menu Guid: fc5d2cda-75d0-42d6-a3ec-f0318d8dad4f
i Home Description; 101-ar-bp-003 - A/R - alties on Delinquen
COptions
Type: Batch Process
% Tools
- View Parent: @ Pre
4 [F], Profiles Permissions per role:
4 @ BT - Business Tax Role E ARE Vo ALY Alt.1 U ALY D  AkD
4 @ Batch Processes
@ 101-ar-bp-0 & Administrators LI |
® 101-ar-bp-0 & Govern Super User LI |
& 107-ar-bp-0 & Tax Enforcement Officers LI |
@ 107-ar-bp-0 & Tax Supervisors LI |
@ 101-ar-bp-0
@ 101-ar-bp-0
@ 101-ar-bp-0
@ 107-ar-bp-0
@ 101-ar-bp-0
B 101-st-bp-01

M 101 e b

Guid: This is a system generated ID that cannot be modified by the user (1).

Description: Displays the description of the object, i.e. the name of the
application (limit 116 characters) (2).

“Main” Type Objects

Main type objects, i.e. Main OpenForms, Main Profile, and Main Report, are
“containers” that exist within the GSM security structure. These containers are
used to pass on inheritances from nodes to sub-nodes. Main type objects are
used within the GSM and cannot be accessed within the Govern application.
See Parent and Child Object Inheritance on page 45 for details about
inheritance.

» Profile - This is the security container used for profiles.
+ OpenForms - This is the security container that is used for OpenForms.
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* Reports - This is used for passing inheritance to Reports.

Parent: This parameter will indicate, when applicable, the GUID of the parent
that the object inherited permissions from. This parameter cannot be modified.

Permissions per role: This is the area where you can add a role and
specify its permissions. See Applications on page 27 for details about setting
permissions.

Exclusions tab

The Exclusions tab (A) allows you to create exceptions to permissions that
have been set in the Permission per role: section of the General tab.

Security Manager

— g
2 0 @

Culture Refresh Synchmnlze Help

4 (] Applications Application: mGaovern Application: OpenForms Designer Application: Security Manager Application:

£ Business Entity Designer Application: GIS Application: GNA Application: Govern Application: Gov
@ GIs
I GNA
I @ Govern
I (@ Govern Scheduler
@) mGovern & | Frank Smith

E Alt. E Voo ARV

w «

I B OpenForms Designer a Karyn LaBranche
I & Query Toal

) Security Manager
| @ Validation Tables

For example if you were to create a Role called All Users (1), it could be given
all permissions within the application, i.e. Delete, Execute, Insert, Update, and
View. For a new employee you may want to make an exception or Exclusion
to their permission, one that would only allow them to view data.

Making an Exclusion

To make an Exclusion...

1. Select the Exclusions tab.

2. Right-click below the User column heading; in the floating menu, select
Add User.

Page 23
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3. A new user will appear under the User column.

% Home

e 0 @
CullurE Mmsh Synchmmze Help
Options Help
4 (3 Applications | Application: mGovern |  Application: OpenForms Designer | Application: Security Manager | Application: Validation Tables
Business Entity Designer | Application: GIs | Application: GNA | Application: Govern | Application: Govern Scheduler
@ GIs
I @ GNA -
General | Exclusicns P
1 @ Govern "
User E Alt E v Alt. V I Alt. 1 U AtlA
I (y Govern Scheduler 11
@ mGovern & | Frank Smith ) Al ™ o« 4 = o4 LI |
I B OpenForms Designer a |Karyn LaBranche ( A v @ o« LI | LI | IR |
b & Query Tool & . HE « W4 W4 W o4
@ Security Manager Purelia Pitic = \, A
| @@ Validation Tables Bengit Lauzen
I (&) Object Types CCR User m |
I & Roles Cyril Viron b
I & Users Daniel Patenauds
Demo User
Eric Martineau
Eric Plante
Fabrice Olivier
Frank Smith
George Mirea
Hernan Alonso
Iama Crrmark

4. Click the drop-down menu list to select a user from the list (A).

5. Select the permissions that are to be exceptions for this user (B). See
Applications on page 27 for details about setting permissions.

6. Click Save.
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Enabling Security
[E] Overview

The Govern Security Manager (GSM) allows you to secure applications in the
Govern suite at three locations, through the Applications component, the
Roles components, and the Users components. The area that you choose to
apply the security will depend upon your requirements.

Security at the Application Level

It is at the application level that Exclusions, i.e. exceptions, to granted
permissions are made to individual users. Granting permissions at this level is
still the same as going to the user and granting access to the application, it is
merely looking at it from a different point of view. For example, when you need
to secure one or more users, or exclude individuals within roles, you could
also apply your security at the level of the application. This can be useful in
situations where an individual may be a member of multiple Roles and
exceptions need to be made to apply to the individual for all of them.

Security at the Roles Level

Granting Permissions at the Roles level lets you provide access to all areas of
the application. Any settings are applied to the Role, and all members. At this
level, when individual users are added to the Role, they are granted the
access rights of that Role.

Note: When a user is a member of multiple Roles, they will inherit the rights
of the role with the highest access rights. For example a user is a
member of two (2) roles with the following rights, a View Only role,
and an Insert / Update / Delete role. As the Insert / Update / Delete
role has higher access rights, This will be the rights given to the user
regardless of whether they are a member of a role with View Only
rights.

Security at the User Level

Securities set at the User level, will allow you to add the user to specific Roles,
or deactivate the user. In addition, permissions to any component within the
application can be disabled for that user. Note that this is the same as creating
an Exclusion within a Role.

Page 25
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Security and the Govern Scheduler (SC)

Administrators should note that when security is enabled for Govern
Scheduler (SC) users, those users with full administrator rights will be able to
see and modify all batch processes, i.e. start, pause, restart, or delete
processes for themselves as well as for all other users. A standard user will
only be able to view and modify the processes that they started.
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Applications

Overview

The Applications node icon, when expanded, displays the applications that
can be secured by the GSM. Double-click the Applications node icon to
expand it; select an application icon. Right-click on an application icon and
select Edit. SeeThe Edit form on page 20 for details. For demonstration
purposes, and because of the level of granularity that can be achieved in the
security, Govern will be used for examples.

Application components can be secured by Role and User. See Restricting
Access to an Application on page 48 for details.

Menus and Profiles in Govern

Menus and Profiles are the sub-nodes that e
immediately follow the securable Govern application O et crsoe )
node. Lo
e 7
[ 'mMenu .
Menu < o Pt

e 0 Q'coun&hceivagej

At the menu level, we see the menus that are available in the application. For
the Govern application, when we drill-down into the Menu, we can see two (2)
menu groups, Data Sources, and View in the Object Explorer. When we drill
down further, we can see the sub menu’s within these menus. In the
application, we can see the menus that are being controlled.

General | Exclusions

4 @ Goven

[ Bypass Checkout U h@% Govem
4 & Menu &8 | Test User
W Home a N iz ol = L
Laurie Grahsm m =, f E‘j d £y
) coirs ) & 3P E 65
50 Tools 8 | Govern Super User Reset Dataset Forms Reports Batch History Gowern Central  External Predefined
- indow Layout Treeview Explorer Explorer Process 1Ds Notes Documents Searches |¢
Ve & 0 NN | e— Fota®
Data 5 q 3
4 T Data Sources @i (1) Property Control (2013] X ff Reported Tax (2014) X 2 {
1 Fredefined Searches -
1 Quick Search o= Dataset Treeview Sl Search
( 1 k‘ 1 Saved Datasets %’: & ULIA GOVERN Accts 419194 daiks
@ View 2 & LUIS RAMIREZ Acct# 00360899
S - o AF O EE
4 [I Central Notes
L g & Joseph Peterson
# T CentralHotes Eniry = B PETER ZYWKO Acct# 00128818 aciefeporedims.eagh
= My Notes 2 < = i
& Other Notes T & Betty L Martineau U0y SRT oot “
T Central Notes Viewer g £ z&cHamILTON ) By SRT Filing Information
CRS Q SHERILL VAN REINE ) By SRT Category
z
T Entity Audt Ml 9 TREVELYN E JONES
External Documents &
¥ & MADISON VENTURE HOLDINGS Acct# 409843
IO [EI 0
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* The View tab (A)
* View group (1)
» Data Sources group (2)

A further “drill down” will reveal that every level of the menu can be secured by
Role or by individual User.

See Restrict Access to a Menu on page 49 for details.

Profiles

A profile can be considered as a department, or a work environment. Profiles
are a collection of OpenForms and Reports. Users of Govern for Windows
could look at an OpenForm as a Function. For example, in a municipality with
a Property Control department, our profile could be called Property Control.
This profile would then contain the OpenForms (formerly called Functions)
that would be used by the department, as well as any Reports that they would
need to run. This setup is performed in the Govern New Administration (GNA).

Reports: These are the Govern reports that were specified as being required
by the department. As with the OpenForms objects, these reports can also be
secured by Role or by User through the OpenForms Designer (OFD).

8 SecuntyManagEr

[m] s

Home

@”'@IIQ

Culture Refresh Synchronize | Gavern Open Form Help
Designer (OFD) Query Tool (@)

4 () Applications
3 Business Entity Designer
GNA
4 @ Govern
& Bypass Checkout

4 T6 Menu
@ Home
) Options
% Tools

Application: My Notes | Application: Other Notes | Application: Menu

HX

General | Exclusions

Apglication: BT - Business Tax

Guid:

Description:
Type: Profile

Parent: Profiles

], Profiles

©) Batch Processes
& External Commane ds

@ OpenForms
(%) Reports

8 Tiles

() o T

@ mGovern

%] OpenForms Designer
& Query Tool

@ Security Manager

Permissions per role:

Alt.E

=

Alt.1 u
% Administrators
% Govemn Super User

& Tax Enforcement Officers

W W m @ <
A A A A

& Tax Supervisors

OpenForms: For our Property Control Department, the OpenForms required
are Hazards, Image Queue, Legal information, Multimedia, Parcel Linking,

© 2019 Harris Govern
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Decisions, Property Area, Property Information, and Workflow. In the GSM
when we drill down into the OpenForms icon, the setup that was made in GNA
is seen. Each OpenForm can now be secured by Role or by User.

Below we see the OpenForms object in the GSM on the left, and its
appearance in Govern on the right. Note that the list of OpenForms are
displayed in Govern inside the Forms Explorer, and the Property Information
object (B) appears as a tab. As we drill down further, we are able to isolate
each individual object type and secure it. We are able to give a Role or a User
access to one or more Profiles. See Giving a User Access to a Profile on
page 42.

% Home

e 0 @

Culture Refresh Syncl:limize Help %

4 (1) Applications Application: Security Settings
§9 Business Entity Dasigner
@ Gls =
@ cna General | Exclusions
@ Govern Guid: faB37cc5-ded2-43ca-Oeb -
(# Govern Scheduler Description: Security Settings

Type: E @ MS Govern.Net Application oolaniyan
Parent: [ view Options Tools Batch Process
= Security Settings e . =
I— Permissions per role: Fiscal Year  Frozen D Current Date
Q Security Manager o
@ Validation Tables & = All groups
() Object Types % Assessor Data

a {1) Property Control X
Roles ] ~
& &7 Assessor office

8 Users i % Information and Predefined Queries| . My Workioad
# Assessor's Adm e
W Forms Explorer - & x

% Hazards
Ry e —— e Oane s

 Assessors Split <G Legsl nformaon

&' Community De I &5 Multimedia
7 Data Entry Mo

s3N0N pazjenua) =

& Assessars

& Assessors Cleri
# Assessors Inquil
Tax Map Number 196 204 555 5

Subdivision Lot

i :_L Parcel Linking
Legal Legal Index

= b Property Area
£0.1500.76 - CMSDEMO_60_CZ¥79Z1 5L Occupancy Type [ — (=4

1+~ < [Praperty Information
R

- el Workflow

2010 Inactive Year

Virtual Parcel

= Mon Parcel Flag
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Roles
Overview

As stated earlier, Roles are best described as a collection of users and
permissions. Roles are the equivalent of Groups in Govern for Windows. In
fact during conversion of Govern for Windows data to Govern format, the
groups can be set to be directly converted into Roles. From a municipal

management standpoint, in an office there are many roles including

Secretaries, Clerks, Tax Collectors, and Assessors; therefore when you have
a user, they will need to be told what their functions are within the office. In
addition, as in a municipal office, an employee can have multiple functions.

This is also true in the GSM, i.e. a user can have multiple roles.

Roles Command Buttons

% Home

e @ @

Culture Refresh Synchronize Help
@ All

I Applications
! Object Types
4 [ Roles
& * All groups
[ Assessor Data Entry
) Assessor office
i Assessor's Admin

- Role; Assessor's Admin | Role: Govern Users
=

General | Permissions

Code:

Description:

14

Govern Users

I |5 Data Entrv

6.0.1500.76 - CMSDEMOC_60_CZY79Z1_SQL

Users:

@ Assessors User MName Inactive Date

) Assessors Clerl.cal p— Aurelia Pitic

@ Assessors Inquiry blauzon Benoit Lauzon

[ Assessors Split Merge CViron Cyril Viron

@ Community Development emartineau Eric Martineau

[ Data Entry Modify Only eplante Eric Plante

[ Data Entry Delete Only falivier Fabrice Olivier

[ Desk Staff gmirea George Mirea

& GIS Users govern MS Govern Super User

[ Govern Super User halonsc Hernan Alonso

@ Govern Users | jeormack Jane Cormack

W Grievan Edit kwingtam Kar Wing Tam

& Highway Permissions micgagne Michelle Gagne

) Inquiry O New rale mkettani MHammed Kettani

@ Insert / U Delete MMiranda Miguel Miranda

Copy nfraga Naiara Fraga

oolaniyan Qlusegun A. Olanivan

Save: After entering or modifying any of the parameters, click Save to save
your changes.
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Close: Click Close to close the current Roles details tab.

Roles Menu Options

I Assessors 5plit Merge CViron Cyril Viron

@ Community Development emartineau Eric Martineau

@ Data Entry Modify Only eplante Eric Plante

[ Data Entry Delete Only folivier Fabrice Olivier

[ Desk Staff gmirea George Mirea

& GIS Users govern MS Govern Super User

[ Govern Super User halonso Hernan Alonso

B Govern Msers _\ Jjeormack Jane Carmack

I Grieva Edit kwingtam Kar Wing Tam

@ Highway f Permissions micgagne Michelle Gagne

I8 Inquiry|Pn New role mkettani MHammed Kettani

[ Insert /Ug Delete MMiranda Miguel Miranda

@ Insert /Uy Copy nfraga Naiara Fraga

I8 IS Data . L oolaniyan Olusegun A. Olanivan
6.0.1508.76 - CMSDEMO_60_C7Y7971_SQL

When you right-click on the Roles object in the Object Explorer, you have the
following menu options:

New: Select this menu option to create a new role.

Refresh: The refresh option will refresh all Roles object types with
information from the database.

Import Govern Roles: This option will import any existing “Groups” from
Govern for Windows. These groups will be imported and converted into Roles.

Importing Govern Roles

As a time saver, Govern for Windows groups can be imported into the Govern
Security Manager (GSM). Govern for Window groups will be converted into
Roles and any users that were in the groups will be imported into the Roles
Users list.

Note: Although users are imported into their associated Roles, due to the
incompatibility with the security structure of Govern and Govern for
Windows, permissions will have to be re-established manually.

Page 31
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Roles Parameters

Roles - General tab parameters
Under the general tab you will find the parameters applicable to the Role.

Code: This parameter contains a system generated number identifying the
role. This parameter cannot be modified.

Description: Enter a short, descriptive name for the Role.

Users: This is the list of users that are currently assigned to this Role.

Roles - Permissions tab parameters

There are three command icons in the Roles object type details form. These
icons are related to the creation and modification of roles.

Application: Under the Application column is a drop-down menu list that is
used to select the application that permissions will be set for. Permissions are
as follows:

< E - Execute

« V-View
« |-Insert
* U -Update
« D-Delete

Creating Roles

To create a new Role...

1. To create a new Role, right-click the Roles object type in the treeview and
select New from the floating menu.
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% Home

Cu\lure Ref'resh Synchmnlze Help

[ Applications - Role: Assessor's Admin | Role: Govern Users | Rele: * All groups
I (@ Object Types
‘ New General | Permissions
Refresrl’& Application E Alt. E Voo ARV | Alt
Import Govern roles £3 Business Entity Designer 4 E | L |
% Assessors Admin ® Gis 4 a4 «
2 x:::: Clerical a GNA “ < “
[ Assessors Inquiry (@ Govern Scheduler 4 " 4
Assessors Split Merge Q mGaovern 4 < A

2. Parameters will be presented in the Object Details pane on the right hand
side.

3. The default name is New Role, this will change after the Role has been
saved.

There are two (2) tabs that are used to configure the role, General, and
Permissions.

Add or Delete Users from a Role

To Add or Delete a user...

1. Click to select the Role that you would like to add a user to, or delete a
user from.
Right-click on the Role; select Edit from the floating menu.

In the Details pane, click to select the name that you would like to delete.
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4. Right-click on the name; on the floating menu, select Add user, to add a
new user, or select Delete user to delete the selected user.

Role: Tax collector's |

Role: Insert / Update I

Role: Insert / Update / Delete

Role: Update Only |

Role: Govern Users

Role: Govern Super User

Role: * All groups I Role: Assessor Data Entry

Inactive Date

Add user
Delete user

W Assessors Clerical A Role: GIS Users |

@ Assessors Inquiry Role: Land Management Liason |
W Assessors Split Merge Role: Assessor's Admin ‘
Community Development = |

[ Data Entry Modify Cnly -—

& Data Entry Delete Only i | = |

@ Desk Staff o 14

GIS Users Description: [Gavern Users
@ Govern Super User b

[ Govern Users , User A Mame

@ Grievance Scheduling apitic nelia Dabie

Highway for Inquiry blauzon Benoit Lauzon

@ Inquiry Only | |cviron Cyril Viron

@ Insert / Update z (Y

[ Insert / Update / Delete eplante Eric Plante

1S Data Entry | |folivier Fabrice Olivier

@ Land Management Liason gmirea George Mirea

W LM Data Entry govern MS Govern Super User
@ PS Inspectors halonso Hemnan Alonso

5. Select a name from the drop-down menu list (1); click Save (2). Repeat as

needed to add multlple names.

B Uata Entry Moamy unly | [T e - e
B Data Entry Delete Only apitic Aurelia Pitic
Desk Staff blauzon Benoit Lauzon
GIS Users CViron Cyril Viron
Govern Super User emartineau Eric Martineau
EramiET eplante Eric Plante
Grievance Scheduling folivier Fabrice Olivier
Highway for Inquiry gmires =orge s
govern AL L L
Inguiry Only CCR User
halonso .
Insert / Update . a Daniel Patenaude
|jcormacl
Insert / Update / Delete cwingtam Demo User
5 Data Entry micgegne Frank Smith
Land Management Liason - LED T SRR I
mksezani Mark Piller b
LM Data Entry
051 Ry L TRET MS Govern Solution Team
repsder nfraga Richard Bezini
Records Mgmt Project oalaniyan Robert Pease
Revaluation Reviewers ovu Sylvain Hudon
Revaluation Temps zkaci Virginia Merrimac
Tax collector's | -
Tax Receiver Admins v
6.0.1509.76 - CMSDEMO_60_CZY¥7971_SQL

Modifying Permissions to

a Role

In the Roles object type, we are able to modify permissions. These
permissions can apply to the User, the Application, its nodes and subnodes.
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Permissions are modified through the Permissions tab. Under the General tab
of the Roles object type, we have the list of users that are part of the role;
under the Permissions tab, we can see and modify how users are able to
access the application.

To modify user permissions in a Role...

1. Select a Role object type, right-click and select Edit from the floating

menu.
2. In the Role form, select the Permissions tab.
Ml Assessors Role: Govern Users
I Assessors Clerical
m
8 Assessors Inquiry p— T
Generd | Permissions
[ Assessors Split Merge ¥
. Application E Alt E Vo ALV | Alt. | u

@ Community Development
@ Data Entry Medify Only ;3 Business Entity Designer | | 4
@ Data Entry Delete Only - 4 4 4
@ Desie Staff GNA Y E K
& GIS Users

(@ Govern Scheduler 4 4 4
@ Govern Super User
I8 Govern Users @ mGovern 4 4 4
[ Grievance § = 4 Openforms Designer 4 4 4
[ Highway I & Query Tool 4 4 4
@ Inquiry On blouis.s O Security Manager | | 4

Insert / Upd

& P Delete & Validation Tables 4 4 4
8 Insert/ Upd Copy
@ 1S Data Entry

3. Under the Permission tab, we see the application at the top level; double-
click on the application to drill down.

4. When you have reached the level of the application that you want to
modify, click to select the Permissions Flag to modify it.

Modifications that are made at the level that has the application name or the
node or sub-node of the application will be applied to all members of the Role.
When you want to modify permissions to an individual, then you will have to
add an Exclusion.

Modify Permissions to a User in a Role (Exclusions)

Permissions to individual users within a role are modified through Exclusions.
With an exclusion, a user that has permissions as part of a Role, can have
those permissions removed.

Note: When you expand the application object type under the permissions
tab, you will observe permission flags that are set to solid blue. This is
an indication that the permissions have either not been set, or are
inherited from the Role.
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To remove permissions from a User in a Role...
1. Under the Permissions tab, drill down to the level of the application that
you would like to change for the User.
i3y~ AN groups et | i n
Assessor Data Entry Permissions per application:
Assessor office Application E Alt.E Vo ARV |
stmﬁ Admin £3 Business Entity Designer 4 4
Assessors Clerical O s < <
Assessors Inguiry 2 @ Gna 4 4
Assessors Split Merge T8 Application Confinuration m o
Community Development T Editors Add root application DI
- N Ej Options Add exclusion [m] 4
Data Entry Modiy Only TE Parameters Delete exclusion m 4
Data Entry Delete Only B Utilities m 4
Desk Staff s
[ GIS Users Sousmchadia: N N
Govern Super User Q mGavern 4 |
Govern Users ] OpenForms Designer 4 4
Grievance Scheduling & Query Tool | 4
High.way for Inquiry © Security Manager 4 4
!nqullryr?nlyll . & Validation Tables 4 4
For this example we are creating an exclusion for the Application menu in
Govern. If we clear the flags at this level, all members of the Role will be
excluded from this menu. Since this will be for one or more individuals, we will
create an exclusion.
2. Right-click on the application menu item; in the floating menu, select Add
exclusion (1).
3. Inthe usericon that appears, click to select the drop-down menu list.
In the list, select the user whose permissions are to be modified.
xsessofs Admin £3 Business Entity Designer 4 4
Assessors Clerical Qi < <
Assessors Inguiry = b 4 4
Assessors Split Merge & =]
Community Development a m <
Data Entry Modify Only B cdif Aurslia Pitic W o«
Data Entry Delete Only E] Op{ 8enoit Lauzen m )|
Desk Staff & Par] CCR User I} OO |
515 Usere B Util| Cyril Viron m o
Govern Super User o2 - Daniel Patenaude il 4
. Demo User
Gowern Users Q mGove| Eric Martineau 4 4
Grievance Scheduling =] OpenF{ Eric Plante 4 4
Highway for Inquiry & Query | Fabrice O.Iiwer < <
Inquiry Cnly © secur] Frank SITIIT.Zh < <
Insert / Update George Mirea
Insert / Update / Delete & Validat| Hernan Alonso 4 |
PN S Jane Cormack
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5. Individually clear the check boxes to set the permissions flags.

& o rwsa

@ * All groups General | Permissions
W Assessor Data Entry Permissions per application:
Assessor office Application E Alt.E Vo ARV | Al

[ Assessor’s Admin

&3 Business Entity Designer 4 4 4
[ Assessors
[ Assessors Clerical O ais 4 4 4
[ Assessors Inguiry 2@ Gna 4 4 “
Assessors Split Merge 7 APPICaton. (s} o
@ Community Development CCR User
i Data Entry Modify Only T Editors
@ Data Entry Delete Only Options
[ Desk Staff B Parameters 4
GIS Users T utilities <
[ Govern Super User (@ Govern Scheduler 4 4 <
Govern Users @ mGovern | « o
@ Grievance Scheduling # OpenForms Desianer < < <

6. Click Save to save the settings.

The permissions have now been set for the individual without affecting all
members of the Role.

Copying a Role

Roles object types can be copied. When copied, the Role will have the same
rights of the parent role, i.e. the role that it was copied from.

To copy a Role...

1. Right-click on an existing Roles object type (A), (1), that you would like to
copy.

In the floating menu, select Copy (2).

A copy of the Role is now displayed; “Copy of” is appended at the
beginning of the name.
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Deleting a Role

The process of deleting a Roles object type is similar to that of creating; this is
a permanent process and should be carried out with caution; this action
cannot be reversed.

B A yroups B ey S e s
[ Assessor Data Entry

B Assessor office

5 Assessor's Admin General | Permissions

[ Assessors Code: A8

| Assessors Clerical Description: |chem Users BKUP
I Assessors Inquiry Users:

[ Assessors Split Merge User Name Inactive Date
@ Community Development apitic Aurelia Pitic

I8 Copy offGpuem Lsers blauzon Benoit Lauzon

@ Data Hitn Bt aviren Cyril Viron

[ Data Eftry et emartineau Eric Martineau

[ Desk Sfaff| ficwiiole eplante Eric Plante

@ GIS Us e * folivier Fabrice Olivier

@ Goverr{5u Copy gmirea George Mirea

@ Govern Deazs Il |govern MS Govern Super User

[ Grievance Scheduling halense Hernan Alonso

[ Highway for Inguiry jcormack Jane Cormack

[ Inquiry Only kwingtam Kar Wing Tam

@ Insert / Update micgagne Michelle Gagne

@ Insert / Update / Delete mkettani MHammed Kettani

@ IS Data Entry mmiranda Miguel Miranda

@ Land Management Liason niraga Naiara Fraga

——e- - “ oolanivan Olusegun A. Olanivan

To delete a Role...

1. Right-click on an existing Roles object type, that you would like to delete in
the Object Explorer.

2. In the floating menu, select Delete (2).

3. You will be presented with a confirmation window.
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4. Click Yes to confirm the deletion.

Critical H

|0I Are you sure?

Rules of Inheritance and Creating Roles

When you are creating roles, a simple rule to follow is to create roles with the
least amount of permissions at the top of your hierarchy. This means that sub
roles that are created can then have their permissions increased. For
example, we want two types of assessors, regular assessors, and the ones
that will have added permissions, e.g. a supervisor.

In this situation, it is recommended to create a role for the regular assessors
first. The logic behind this is that until permissions are manually set, a role that
is created as a sub role will inherit the permissions of the parent. Therefore if
you start by creating an assessor with supervisor permissions, those
permissions will be inherited by a sub role. Whenever changes are made to
the “parent”, they will be inherited by the “child”. In the end, it is better to have
users that inherit a minimum of permissions than to risk creating a series of
Super Users. The worst case scenario is that you will have to add permissions
to a sub-role, rather than having to individually manage users that have all
permissions.

The above rule applies to all cases where inheritance of permissions are
involved, e.g. Users and Roles.
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Users

Overview

A User is the individual that requires access to the application. This access
can be managed by the Govern Security Manager (GSM) on an individual
user basis, or by the roles that they are members of. In order for a user to be
managed by the GSM, they must be in (Table: USR_USERFILE) in the
Govern database.

Viewing Users

To view users that are currently in the USR_USERFILE table in the
database...
1. In the Object Explorer, double-click on the Users icon.

2. When the User icon expands, a list of the user ID’s are displayed. Users
will also be displayed in the Details pane on the right hand side.

Editing a User

When we refer to edltlng the @ Eric Matineal) (emiarfinist) User: Olusegun A. Olaniyan {oolaniyan)

properties of an existing user, (@ Eric Plante (cplante) aX
we can edit the following: s =
(& Frank Smith (fsmith) eneral | Permissions | )
B George Mirea (gmirea) Id: solaniye
. Name - This is the (B Hernan Alonso (halonso) Numie Olusequ
username, and should not et o Inactive: 0
be Confused Wlth the ID, (& Karyn LaBranche (klabrache) Inactive Date:
the user ID cannot be s Pme::amef)( e RR;
] [1:1] ammed Kettani (mkettan: i/ Role
mOdIerd (B Michelle Gagne (micgagne) * All groups
. Inactive / Inactive Date - (B Miguel Miranda {mmiranda) .GG\.'Ern Users
(B M5 Govern Solution Team (governde
These parameters are (@ MS Govern Super User (govern)
used to display the status (@ Naiora Fraga (nfrag)
of the user. When the s e

R . (& Olusegun A. Olaniyan { .
InaCtlve Date that IS () Richard Beaini (rbeaini)| —'Edlt - §—
Selected |n the Inactive (A Robert Pease (rpease) N EHEO- )
Date parameter has been 0 e thelon Ehaderd

@ Virginia Merrimac (vmerrimac)

reached, a check mark {E Zshir Kaci (zkaci)
will be displayed to o
indicate that the user does not have access.
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* Roles - The role(s) that the user is a part of (4).

* Permissions (tab) - Select this tab to display the access rights that this
user has to the application.

To edit the properties of an existing user...

1. Right-click on the icon for the user in the Object Explorer or the Details
pane.

2. In the floating menu, select Edit, Permissions, or Copy

Adding a User to a Role

A single user can have one or more roles. A user can be added to a Role
under the General tab of the User edit form.

To add a User to a Role...

1. After creating a user or selecting an existing user, modify the properties.

18] -y viren (oviren)

General | Permissions

Id:

- £au) Name: Demo User
(@ Eric Plante (eplante) Inactive: O
[A Fabrice Clivier {folivier)

(@ Frank Smith (fsmith)

Inactive Date: -

Roles:
[ George Mirea (gmirea)

[@ Hernan Alonso (halonso) et

(@ Jane Cormack (jcormack) " All groups
[B Kar Wing Tam (kwingtam) k
(@ Karyn LaBranche (klabrache)

[& Mark Piller {mpiller)

Delete role

2. Under the General tab, locate the Roles: parameter.
3. Right-click inside the Roles parameter and select Add role.

4. Click Save to save your changes.

This process can be repeated if it is required for a user to have several roles.

Removing a User from a Role

A user can be removed from a role under the General tab of the User edit
form.

To add a User to a Role...

1. After creating a user or selecting an existing user, modify the properties.
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2. Under the General tab, locate the Role: parameter.
3. Click to select an existing Role.
4. Right-click inside the Roles parameter and select Delete role.
5. Click Save to save your changes.

Once completed, the user will no longer be part of the deleted role, nor will
they have any of the permissions associated with the role.

Giving a User Access to a Profile

It is sometimes required for a User to have access to one or more
departments. In the GSM, this would be the equivalent of a user being able to
access multiple profiles. This can be done through permissions. When a user
is given access in this manner, an exclusion is automatically created under the
profile.

To give a user access to a Profile...

1. Select a user; right-click on the user and select Edit; click the Permis-
sions tab in the User edit form.

Benoit Lauzon (blauzon) User: Demo User (demouser)
CCR User (CCR) E
Cyril Viren (cviron)

[T L L General = Permissions

Application E ALE Vo ARY ! Alt. | u

&) Demo User (de
: { Edit
Eric Martineau &3 Business Entity Designer 4 4 4

Eric Plante (eplurec; @ Gis 4 4 4
B Fabrice Olivier (folivier]
(felvien 8ona < < <
Frank Smith (fsmith)

- /] ] [+] &

George Mirea (gmirea) Q Govern < < <
Hernan Alonso (halonsa) (3 Govern Scheduler 4 4 4
Jane Cermack (jcormack) Q mGovern 4 | 4
Kar Wing Tam (kwingtam) #] OpenForms Designer 4 4 4
Karyn LaBranche (klabrache) & Query Tool < P <
(@ Mark Piller (mpiller)
MH 4 Kettani (mkettani] (1] Security Manager 4 4 4
i ammed ettan (mkettani
Michelle Gagne {micgagne] & Validation Tables 4 4 4
0 Minsal Mirsnda fmmirandsl

2. With a new user, if no application has been added, right-click in the area
under Application and select Add Root Application from the floating
menu.

3. Double-click on the root application until you reach Profiles.
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4. Under the Permissions column select the checkbox and click until the
check mark appears.

Note: When you click on a Permissions flag, the check box will appear in
three (3) possible states, a solid or filled state indicating inheritance, a
checked state that indicates selected, and clear state that indicates
deselected. See Permission Flags on page 43 for details.

Setting the permissions at this level will give the user access to all profiles. If it
is only specific profiles that you would like to limit access to, then double click
to drill down to the next level which will list the individual profiles. Repeat this
process for each profile required.

Permission Flags

In an application, it is necessary to control which areas users are permitted to
access. Likewise when dealing with sensitive information, it is important to be
able to determine who can and cannot modify this information. In the GSM this
level of control is achieved through the Permissions form. In the Permission
form, check boxes or “Flags”, can be set for Roles and / or Users.

Setting Permission Flags

In the GSM, the check box for the permissions can appear in three (3)
possible states.

J <

User of previous, i.e. pre Release 6.0 versions of the GSM will notice the
absence of the “Solid Blue” state that indicates that the parameter has
“‘inherited” the setting of the parent that it was copied from.

. Solid (inheritance) - This indicates that this permission will be
inherited from the role.

. Cleared (disabled) - An indication that the permission has not been
selected and access has not been granted.

. ¥| Checked - The check mark indicates that the permission is selected,
i.e access is granted.
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Two (2) State Check Boxes

In release 6.0 and higher, only two (2) state Check Boxes are used for Top
Level items in the GSM.

. 4 |jke...-The green “Like...” arrow indicates that permission to access
alternate, e.g. historical data, will be “like” the setting that the arrow is
pointing to. This means that the flag will be set to be the same as the one
on the immediate left of the green arrow. See Access to Alternate or
Historical Data below.

Access to Alternate or Historical Data

When permissions are granted to a user, role, or application, it is granted for
access to data for the current fiscal year. Conditions may require that access
to alternate or historical data should not be given to users. When this is the
case, there is an Alternate column in the Details pane of the Object Explorer.
The function of the Alternate column is to grant access to Alternate data. For
example, you may want to grant a user or role access to, Execute (E), View
(V), and Insert (I) data for their current year, but they cannot View (V) historical
data.

Note: When viewing alternate data records in Govern, the OpenForm entity
tab will display a Yellow dot. This is an indication that the data is
subject to Alternate Permission settings.

Setting or Changing the Alternate Permission flag

By default the setting for the Alternate security is to be the same state as that
of the regular security. This means that the alternate or historical data can be
accessed with the same permission settings as the check box on the
immediate left.

An easy way to tell what access is given to alternate/historical data is to look
at the icon that represents the state. If the Like... arrow is visible, then the
permission is the same or “like” that of the current year.

To change the Alternate permission flag...

1. Locate the Alternate column in the Details pane.

2. Click the Like... arrow to change the Alternate permission setting.
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Multiple clicks under the column will cycle through the three (3) standard state,
Cleared, Checked, and Solid.

3. Inorder to set the flag back to the Like... state, you must hold down the
Shift key and then Click.

User - Enters Application User: Clusegun A. Olaniyan (oolaniyan)

B Utility Billing Clerical E
@@ Utiltiy Billing |
&9 Lttty Biling Ineuiry General | Permissions
B View Access
View Only Permissions per application: m m m m m
4 8 Users Application E [ ALE VoO[ARY I Alt. | u Aty D | ALD
(@ Aurelia Pitic (apitic) &3 Business Entity Designer 4 4 4 4 4
(@ Benoit Lauzon (blauzon) @ aGis 4 4 | 4 4
CCR User (CCR) "
. Jo ana 4 < < < “
@ Cyril Viron (cviron) i
@ Daniel Patenaude (dpatenaude) = Q Govern < M « < 4 <
(@ Demo User (demouser) (@ Govern Scheduler 4 4 L | L | 4
Eric Martineau (emartineau) Q mGovern 4 4 4 4 4
@ FEric Plante (eplante) ] openForms Designer 4 4 | 4 4
Fabrice Ol falivi

(@ Fabrice Clivier (folivier) & Query Tool 4 | -« q L | 4
@ Frank Smith (fsmith)

] © Security Manager 4 4 4 4 4
(B George Mirea (gmirea)
@ Hernan Alonsa (halonso) B validation Tables 4 4 \‘—/ 4 4
(& Jane Cormack {jcormack) \_/ \_/ u u
@ Kar Wing Tam (kwingtam) L\\)

@ Karyn LaBranche (klabrache)
@& Mark Piller (mpiller)
(B MHammed Kettani (mkettani)

6.0.1509.76 - CMSDEMO_60_CZY7921_SQL

Note: The click on the Like... alternate flag will clear the setting, i.e. the user
has no access to alternate/historical data. To re-establish the Like...
flag, hold down the Shift key then click the flag.

Parent and Child Object Inheritance

One rule that the GSM follows is that of Parent /Child Inheritance. This means,
when a sub object type is created or found underneath an object type at a
higher level, the sub object type will “inherit” the properties of the parent. This
inheritance can be seen in areas of the GSM. For example, when a sub Role
is created from a Role, or when we see a menu and sub menu items, or
Profiles and their sub items.

When a child object inherits the permissions of a parent object, Each child
object gains the base permissions of the parent, and will remain in that state
until those permissions are overwritten. This also means that if permissions
are changed in the parent, any child that inherits those permissions will also
assume the new settings of the parent. This can be a time saver when setting
up users, but can also have a drawback in that you may not necessarily want
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the child permissions to change. See Rules of Inheritance and Creating
Roles on page 39 to see how this can relate to Roles.

Types of Permission Flags

The Flags (A) that can be set are as follows:

* E - Execute allows the user to run or execute something like a query.

« Alt. E/V/IIUID - The Alt. (alternate) column allows you to set the flag for
user access to alternate or historical datatypes. Refer toSetting or
Changing the Alternate Permission flag on page 44 for details.

« V -Visible - The area will be visible to the user

* | -Insert - The parameter will allow users to insert a record into the
database.

* U - Set the Update a record flag to allow the user to update records.
* D - Set the Delete flag to allow the user to delete a record.

® U‘SEI T Enter‘s Application i User: Clusegun A. Olaniyan (colaniyan)
@ Utility Billing Clerical
B Utiltiy Billing Inquiry ’mm‘
B View Access ( — re— \ =
@ View Only Permissions per application:

4K s Application E AE Vo AR | Alt. 1 U ArU D ArD
[B) Aurelia Pitic (apitic) a Business Entity Designer « 4 4 4 4
(@& Benoit Lauzon (blauzon) O ais < 4 4 ] 4
W CeRelier (CCY @on < < < < <
(@ Cyril Viron {cviron)
(& Daniel Patenaude (dpatenaude) & Q Gicvern < o < < 4
[B) Demo User (demouser) Ca Gavern Scheduler 4 4 4 4 4
(&) Eric Martineau (emartineau) Q mGovern | L | 4 4 4
(B Eric Plante (eplante) hﬂ OpenForms Designer 4 4 4 4 4
(B Fabrice Clivier {folivier) ‘ Query Tool = < < P <
(B Frank Smith (fsmith)
(@ George Mirea (gmirea) o Security Manager « 4 4 4 <4
@ Hernan Alonso (halonss) \ & Validation Tables <4 4 4 4 4 i
(B Jane Cormack (jcormack)
(@ Kar Wing Tam (kwingtam)
(& Karyn LaBranche (klabrache) I}
@ Mark Piller {mpiller)
& MHammed Kettani (mkettani) o
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Using Permission Flags

The user permission flags are the key to restricting access to an application or
the object types within the application.

The following grid will serve as a guide to which permissions you should
disable, in order to restrict access to an object type.

Object Type Permission Flag(s) to Disable
(Description) (E)xecute | (V)iew | (I)nsert | (U)pdate | (D)elete
Applications X X X X X
Govern Scheduler X
GIS App Items X
GIS Base Map X
GIS Client Map X
GIS Configuration X
Main Open Forms X
Main Profile X
Main Reports X
Menu X X
Open Forms Designer X
Open Form
Profile X
Query Tool X
Query Tool Entity X
Query Tool Entity Set X
Report X
Validation Tables X X X X
System Validation X X X X
Tables
User Validation Tables X X X X
List of Users X X X X
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Object Type Permission Flag(s) to Disable
Description
( ption) (E)xecute | (V)iew | (I)nsert | (U)pdate | (D)elete
Matix X X X X
Matix Base Map X X X X
Matix Theme Map X X X X

Note: The “X” under the permission is an indication that the Flag should be
cleared (disabled). When a permission flag has an “X” in bold, it
means that although all the recommended flags should be cleared, the
Permission with the bold “X” is the only one required.

Restricting Access to an Application

To remove user access to an application, looking at the above grid, you would
need to be at the Applications level. The access right that is to be removed is
the ability to Execute the application; note that securities can be effected by

Role or by User.

By Role

To restrict access to an application by Role...

1
2
3.
4

Locate the Applications icon in the Object Explorer.

Right-click on the application icon select Edit.

In the Details pane, click to select the General tab.

Under Permissions per role:, click to select the role that the access is to be

removed from.

Click under the E column to clear the Execute flag; Click Save to save the

settings.
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The next time the users that are members of the modified roles attempt to
access the application, they will be denied access.

=y
HARRIS
{f GOVIRN

¥ou do net have the required permissions to access this application.

@D
()

Govern

{MS Product Suite

Username | |

Password

LI Show characters

If it is required to restrict access on an individual basis, i.e. by User, then the
following can be used.

By User

To restrict access to an application by User...

1. In the Details pane, click to select the Exclusions tab.

2. Under the User list, click to select the User that the access is to be
removed from.

3. Click under the E column to clear the Execute flag; Click Save to save the
settings.

Restrict Access to a Menu

To remove user access to a menu, you would need to be at the Applications
level. Restricting access to a menu can be carried out in two (2) ways. Looking
at the Permissions Flag grid, see Using Permission Flags on page 47, we see
that we can remove the ability to Execute the menu, or hide the menu, i.e.
disabling the View flag. Recommendation is to hide the menu; if a user cannot
see the menu, they cannot attempt to gain access to it.
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Restrict Access By Role
To restrict access to a menu by Role...
1. Locate the Applications icon in the Object Explorer.
2. Double click to “drill down” to the Menu or Sub menu level.
3. Right-click on the Menu and select Edit from the floating menu.
4. In the Details pane, click to select the General tab.
5. Under Permissions per role:, click to select the role that access is to be
removed from.
6. Click under the V column to clear the View flag; Click Save to save the
settings.
E 2\::555 Entity Designer E
. Eovern General | Exclusions
M@ Bypass Checkout Guid: 13ae8dab-9f04-443-8425-9457d8574628
4 m Description: Menu
i Home
() Options Type:
K Tools Parent: Govern
b @ View Permissions per role:
X ] Profiles Rale E o ARE
g:‘[;:::r:(hadmar &% Administrators
] OpenForms Designer %7 Govern Super User
& Query Tool &% Tax Enforcement Officers
@ Security Manager & Tax Supervisors
@ Validation Tables
ip Roles
8 Users
All members of this Role will now be restricted from accessing the application.
Restrict Access By User
To restrict access to a menu by User...
1. In the Details pane, click to select the Exclusions tab.
2. Under the User list, right-click and select Add user to add a new User.
3. Click the drop-down menu list and select a user.
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4. Clear the View flags to remove access.
E Home
© o O (2]
Culture Refresh Synchronize Govern Open Form Govern Help
- All Designer (OFD)  Query Tool (QT)
4 (7] Applications Application: My Notes | App won: Other Notes | Application: Menu
(3 Business Entity Designer ] »
4 @) Govern Ceneg
@ Bypass Checkout User E: Alt E Vo AW I Alt. 1 u
4 T6 Menu a “ 4
™ Home
8 opton Cgpae )
98 Tools i
[¥], Profiles
5. Click Save.

The user will now be restricted from accessing the application, but other
members of the Role will not.

Restrict Access to a Profile

The methodology for restricting user access to a profile is the same as that
used for restricting access to an application or a menu. Restricting access to a
profile can be carried out in two (2) ways. Looking at the Permissions Flag
grid, see, Using Permission Flags on page 47, we see that we can remove the
ability to View the profile, i.e. disabling the View flag; if the user cannot see it,
they cannot use it.

Restrict Access By Role

To restrict access to a profile by Role...
1. Under the Applications component, drill down to the Govern component in
the Object Explorer.

2. Double click to “drill down” to the Profiles node; double-click to access the
sub-node.

Right-click on the specific Profile and select Edit from the floating menu.
In the Details pane, click to select the General tab.

Under Permissions per role:, click to select the role that access is to be
removed from.

6. Click under the V column to clear the View flag.
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7. Click Save to save the settings.
SR MTLNL e, s AT a5 RECE
4 (p CMSDEMO_IXMTLNT_SQL { oclaniyan ) #. Application:Accounts Receivable
4 () Applications | Seve| @ Refresh | ) Close
(6] Batch Scheduler conzole General | Exclusions
Qo Guid: beddfd12-8b71-49eb-8872- 184cdba91ch8 d
@ GNA . -
= Description: Accounts Receivable
4 (i MS Govern.Net b m
— Type: Profie -]
4 ) Profiles Parent: Profiles
1@ Accounts Receivable Permissions per role: =
@ Appraisal Role E AkE Vo ARV 1 ARl
3 Business Assessment # Govern Users w4
@ Land Management ® 1 U w4
rt t
3 Name and Address o pdate
@ Project / Folio % Insert / Update / Delete m
@ Property Control pa
@ Self Reported Tax ¥ View Only
& Query tool
P—-b' -"M-\, . r"‘ﬁ.l—l"

- ra\igaﬂw vy

All members of this Role will now be restricted from accessing the profile.
Repeat the above procedure for each profile required.

Restrict Access By User

To restrict access to a profile by User...

In the Details pane, click to select the Exclusions tab.

0N =

4 [ CMSDEMO_JXMTLNL SQL ( oclaniyan )
4 () Applications
6] Batch Scheduler console
Q G5
@ cNA
4 (i MS Govern.Net
B Menu

a (i) Profiles
1@ Accounts Receivable
3 Appraisal

1 Business Assessment

W g

5. Click Save.

-

Under the User list, right-click and select Add user to add a new User.
Click the drop-down menu list and select a user (1).

Clear the View flag to remove access (2).

2 F VN
¥ ChoaDe MO, G TLND o, fApplicaucnidccounts

.able
#. Application:Accounts Receivable
=] SavE| ] REfrESh‘ B Close
Exclusions
User E AE vV ARY 1 Akl
fl [Francis Collette m -

- Benoit Lauzon

m

r’”&r“‘_"“"-v—.’." r-"““‘v....u-u.
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The user will now be restricted from accessing the profile, but other members
of the Role will not.

Securing Profiles

When Profiles are created in the Govern New Administration (GNA), before a
user is able to access it, the securities must be set. This process will require a
synchronization.

To secure an application...

1. Create the profile using the Profile Editor in GNA. For details on creating a
new Profile, refer to the Govern New Administration Release 6.0 guide.

2. In the Govern Security Manager (GSM), go to the Application level (A) in
the Object Explorer, pane and click to select the Applications Component;
click Synchronize All (1).

o ]

B
g c CMSDEMOIXMTLNI_SQL/Role:Insert / Update / Delete _
“’ Role:nsert / Update / Delete

| [ Refresh| B Close

General | Permissions ‘

(# Batch Scheduler console

Permissions per application:

GIS
o Application E ARE Vo ARV I Akl
@ GhA
" ca IS Gowern.Net Ca Batch Scheduler conzole & <
& Query tool Qas m « ] m «

IO Siu s ST e LN WP r—-‘“‘“@y“‘" Pt

3. When the refresh process is complete, verify that the securities for the
specific profiles is set.

Profiles can be secured by User or by Role. Refer to Restrict Access to a
Profile on page 51 for details.

Working with Centralized Notes in Govern

The Centralized Notes system in Govern 4.7 and greater, is designed to allow
users to enter and store notes in a centralized storage location. When enabled
in the Business Entity Designer (BED), the Centralized Notes System enables
users to be able to review and edit notes made by other authors. See
Centralized Notes in the Govern user guide.

By default, only the notes that have been entered by the author can be
modified. When the correct flags have been set in the BED, and the following
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security settings have been made, users will then be able to edit notes entered
by other users.

Allow Users to Modify Centralized Notes

To ensure that a user is able to modify all Centralized Notes entries...

1. In the Govern Security Manager (GSM), in the left hand Object Explorer
pane, “drill down” Applications > Govern > Menu > View > Central Notes >
Central Notes Entry and Central Notes Management.

Right-click on each of these icons and select Edit.

In the Object Explorer details pane, ensure that the permissions flag for
Update (U) has been set.

(=] Security Manager — O X
Home

o Q@ E EH @

Culture Refresh Syn(hrcmle Govern Open Form  Govemn Help
Designer (OFD)  Query Tool (QT)

§3 Business Entity Designer Application: My Notes | Application: Other Nates

@ GNA E
4 (@) Govern E
@ Bypass Checkout General | Exclusions
4 T8 Menu Guid: 0-11e 4
i Home .
Description: Other Notes
() Options
%K Tools Type: Other Notes
4 ® View Parent: Centra
¢ Data Sources
) Permissions per role:
4 @ View
Rale E ALE VoAV I AR
TE Batch Processes Explorer
4 [ Central Notes & Administrators [CI |
4 B Central Notes Entry &% Govern Super User LI |
= My Notes &% Tax Enforcement Officers m -
( Other Notes
%7 Tax Supervisors m -

Edit

Exclusions

TE External Documents
1§ Forms Explorer

& Govern IDs

15 History

TE Reports Explorer

[ I T S ey

After completing the above process the users will be able to modify all
Centralized Notes entries.

Prevent Modification of Centralized Notes

To prevent user modification of Centralized Notes...
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1. In the Govern Security Manager (GSM), in the left hand Object Explorer
pane, “drill down” Applications > Govern > Menu > View > View > Central
Notes > Central Notes Entry > My Notes or Other Notes.

Right-click on the My Notes icon, s and select Edit.

Click to ensure that the permissions flag for Update (U) is cleared.

Prevent Addition of Centralized Notes

There are scenarios wherein the user can only view notes, but cannot actively
add notes. To prevent user addition of Centralized Notes...

1. In the Govern Security Manager (GSM), in the left hand Object Explorer
pane, “drill down” Applications > Govern > Menu > View > Central Notes >
Central Notes Entry and Central Notes Management.

2. Right-click on the Central Notes Entry icons and select Edit.

Click to ensure that the permissions flag for Insert () is cleared.

Prevent Deletion of Centralized Notes

When it is required that a user not to be permitted to delete entered notes...

1. Open the Govern Security Manager (GSM); in the left hand Object
Explorer pane, “drill down” to Applications > Govern > Menu > View > Data
Sources > View > Central Notes > Central Notes Entry and Central
Notes Management.

(3 Business Entity Designer
GMNA
ﬂg Govern \
@ Bypass Checkout
4 T8 Menu
@ Home
(E) Options
3¢ Tools
4 & View

76 Data Sources

4 @ View

T Batch Processes Explorer
4 (B Central Notes
4 B Central Notes Entry
= My Notes
[ Other Notes
Edit § Viewer

Exclusions J
\_ B P P —

® External Documents

T Forms Explorer
¥ Govern IDs
T History

Application: My Notes | Application: Other Notes

H
General | Exclusions
Guid:
Description: Other Notes
Type:
Parent:
Permissions per role:
Role E AtE
% Administrators

& Govern Super User
®7 Tax Enforcement Officers

%% Tax Supervisors

A A A A
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2. Right-click on the icons and select Edit.

3. In the Object Explorer details pane, ensure that the permissions flag for
Delete (D) has been cleared.

Hide the Centralized Notes Pane

When it is not required for the user to view Centralized Notes, i.e. hide the

pane and all tabs, configure security flags in the GSM as follows...

1. In the GSM drill down to the Central Notes level in the Object Explorer
pane; use the following path Applications > Govern > Menu > View > View
> Central Notes
Right-click on the Central Notes icon; select Edit from the floating menu.
In the Object Explorer Details pane, if not selected, click to select the
General tab.

4. Under the View (V) column, click to clear all flags for all roles that are not
required to view the Centralized Notes.

5. Under the Alt. V column, ensure that the green arrowhead is present for all
required roles.

5] Object ;:’;’Drar - Ribb‘j‘;":':ham = ;Ir%u.L':ctgﬂomrDmils | CMSDEMOIXMTLINL SQL/Application type:
+2 Refresh ‘e CMSDEMOJXMTLNL SQL/Application:Central Notes CMWSDEMOJXMTLNL_SQL/Application:Central Nates

Lo + Application:Central Notes
4 §3 MS Govemn.Net

I Save| # Refrsh | @ Close

4 T Menu — A
) General | Exclusions |
@ Application 1 |
B Batch Pracess || Guid: -4004-9f59-6615340928e
@ Home | || Description: Central Notes
@ Optiens Type: Menu -
% Tools Parent: View

4 & View

o

— Permissions per role:

4 = Mgy |=
4 [ Central Notes 1 % Govern Users
9. Cantial bides Entry & Insert/ Update

[ Central Notes Management|

Role 1 Akl U AU D AkD B ALB

&% Insert / Update / Delete
75 Dataset Treeview

&% Update Cnl;
B Forms Explorer P Y.
@ View Only

T My Workload

B Predefined Queries
F IR 3.5 g

—n bl ol et iV B N W T

Note: No Synchronization process is required when modifying security for
Centralized Notes.

When completed, the user will not see the Centralized Notes pane, or the
button in the Govern ribbon.
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Hide the Centralized Notes Management tab

Users that are required to enter Centralized Notes, but do not need to have
access to the filters in the Centralized Notes Management tab, should
configure security as follows...

1.

[ e
(=) Object Explorer
2 Refresh | &
+ CMSDEMO_IXMTLNI_SQL ( colaniyan )
() Applications
(# Batch Scheduler console
8 GNA
4 (3 MS Govern.Net
4 ' Menu
@ Application
B Baich Process
@ Home
@ Options
% Tools
4w View
& Data Sources
4 & View

4 [ Central Notes

[ Central Notes Management

s B ARl o B

In the GSM drill down to the Central Notes level in the Object Explorer
pane.

Double click on the Central Notes icon to display the two nodes that
represent the entry tab and the management tab.

Right-click on the Central Notes Management icon; select Edit from the
floating menu.

In the Object Explorer Details pane, if not selected, click to select the
General tab.

Under the View (V) column, click to clear flags for all roles that are not
required to view the Centralized Notes Management tab.

Under the Alt. V column, ensure that the green arrowhead is present for all
required roles.

e ) s d
i 7, Object Explorer Details | CMSDEMOJXMTLNL_SQL/Application type: |
CMSDEMOIXMTLNL_SQL/Apglication:Central Notes Management ] CMSDEMOJXMTLNL, SQUApplication:Central Notes |
CMSDEMOIXMTLNI_SQL/Application:Central Notes CMSDEMCJXMTLNL_SQL/Application:Central Notes Management
I | #. Application:Central Notes Management
| Save| i@ Refresh | [ Close
==
‘ Guid: 3ab0d00e-2953-47b-a481-6blabe771beb
Description: Central Notes Management
Type: [TecBoxr =
£ Parent: Central Notes ]
Permissions per role: T
‘ Rale E | ALE 1 Akl u AU D AD B AlLEB \
%' Gavern Users «
¥ Insert / Update -
| & Insert / Update / Delets &
] @ Update Only m o«
' View Only E |
™ i A b ntmantte. sl et gl - r p SOOI e r L

Note: No Synchronization process is required when modifying security for

Centralized Notes.

When completed users will view the Centralized Notes Entry tab, but they will
not have access to the Management tab in Govern.
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Working with Global Messages in Govern

The Global Messages system introduced in Govern 5.1 and greater, is
designed to allow users to associate messages to a record or recordset.
These records will be linked via one of several primary keys, e.g. Parcel ID,
Name ID, Building ID, etc. When enabled in the Govern Security Manager
(GSM), messages created, reviewed, edited, and deleted by other users,
based upon permissions. See Global Messages in the Govern 5.1 user guide
for full details.

When the security has been set, users may be allowed to create messages
that are viewed by all users. i.e. Global, or ones that are restricted to members
that are in the same department as the message author.

Allow Users to Modify Global or Department Messages

To ensure that a user is able to see all Global/Department Messages...

1.

In the Govern Security Manager (GSM), in the left hand Object Explorer
pane, “drill down” Applications > Govern > Menu > Home > Global Mes-
sages > General Global Msg and Global Msg Dept.

N

Right-click on each of these icons and select Edit.
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3. In the Object Explorer details pane, ensure that the permissions flag for
Update (U) has been set for the role.

Security Manager

e e B O o}
11 Object Explorer Detalls ? | B .
Blue Sikver Black Change

culture ~
] IF3 IF3

CMSDEMOIXMTLNI_SQL_1/Application:General Global Msg

. Application:General Global Msg

( CMSDEMOLIXMTLNLSQLL (Olusegun A
| i@ Refresh| | Close

4 () Applications

@ Gis General | Exclusions

@ cnNA Guid: EF98AGEC-6862-4E4D-B51F-0BA3DBA4CEIT
4 (@) Govern

Description: General Global Msg
a B Menu
o Type: Openform Zone
@ Application
B Batch Process [t Global Messages

—n

H e s
4 o Fome 7 Role [ E|AtE| [V]Atv] [1][AR1] |U|AtU] [D]AtD Y& [are[ |
1 Clipboard

B Global Information %' Govern Users «
4 1 Global Messages & Insert / Update

« m o w o« m 4

(=) General Global Msg @ Insert / Update / Delete
[z Global Msg Dept.

%' Update Only

[) Options Edit & N
&
Taols Exclusithe 7' View Only

- VIew

) Profiles
() Govern Scheduler
@) OpenForms Designer
& Query tool

V 5.1.1306.67

After completing the above process the users will be able to modify all Global
Messages entries.

Prevent Modification of Global Messages

To prevent user modification of Global Messages...

1. In the Govern Security Manager (GSM), in the left hand Object Explorer
pane, “drill down” Applications > Govern > Menu > Home > Global Mes-
sages > General Global Msg and Global Msg Dept.

2. Right-click on each of these icons and select Edit.

Click to ensure that the permissions flag for Update (U) is cleared.

Prevent Addition of Global Messages

There are scenarios wherein the user can only view Global Messages, but
cannot add messages. To prevent user addition of Global Messages...
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1. In the Govern Security Manager (GSM), in the left hand Object Explorer
pane, “drill down” Applications > Govern > Menu > Home > Global Mes-
sages > General Global Msg and Global Msg Dept.

2. Right-click on each of these icons and select Edit.
Right-click on the Global Message icons and select Edit.

Click to ensure that the permissions flag for Insert () is cleared.

Prevent Deletion of Global Messages

When it is required that a user not be permitted to delete Global Messages...

1. In the Govern Security Manager (GSM), in the left hand Object Explorer

pane, “drill down” Applications > Govern > Menu > Home > Global Mes-
sages.

2. Right-click on the icon and select Edit.

0 Security Manager
Security
4 Object Explorer Details lE‘ |:| li‘

Blue Silver Black

7 I L

[E] Object Explorer

! CMSDEMOJXMTLNI SQL_1/Role:Govern Users
© & CMSDEMOJXMTLNL_SQL_L/Application:General Global Msg CMSDEMOIXMTLNL SQL 1/Application:Global Msg Dept.

/4 (3 Applications \= || » Application:Global Msg Dept.
oeas | @ Refresh| | Close
8 GNA l General | Exclusions
4 (@ Govern
4 T Menu o
@ Application Description: Global Msg Dept.

Guid: 2D20839C-DEG3-4900-A138-8BF53D767BD3

B Batch Process Type: Openform Zone
4 @ Home Parent: Global Messages
& Clipboard Permissions per role:

& Global Information fiole | E|ArE | [1 At [ujacu |

« «

(= General Global Msg

(= Global Msg Dept.
BT PO ~Edit
3§ Tools

lu
@ View T viewony
7 Profiles
(@ Govern Scheduler
(@ OpenForms Designer
& Query toal
@ Validation Tables
||

4 & Global Messages & Govern Users
l &' Insert / Update

Ein F Update Only
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4
|

"7 Insert/ Update / Delete <
L |
«

(3] Object Type
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3. Inthe Object Explorer details pane, ensure that the permissions flag for
Delete (D) has been cleared.
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Hide the Global Messages Ribbon Option

When it is not required for the user to view Global Messages, i.e. hide the
pane and all tabs, configure security flags in the GSM as follows...

1. In the Govern Security Manager (GSM), in the left hand Object Explorer
pane, “drill down” Applications > Govern > Menu > Home > Global Mes-
sages.

Right-click on the icon; select Edit from the floating menu.

In the Object Explorer Details pane, if not selected, click to select the
General tab.

4. Under the View (V) column, click to clear all flags for all roles that are not

required to view Global Messages.
5. Under the Alt. V column, ensure that the green arrowhead is present for all
required roles.
o LMUJAMTL‘ e o General aoua, oy, B »
= Applicati CMSDEMOUIXMTLNL_SQL_1/Application:Global Msg Iiept. ‘ CMSDEMOIXMTLNI_SQL_1/Application:Global Messages
4 pplications
@ G #. Application:Global Messages
@ cna | Save| @ Refresh | [ Close
4 (@ Govern General | Exclusions
4 B Menu Guid: | AB195804-4169-4A20-8E42-CABSERIASOAE | =
@ Application e
Description: Global Messages
B Batch Process
4 @ Home Type: | Menu - |
& Cligboard Parent: [ Home 1
FE Global Information Permissions per role: ( \
Role [E[ate [[v]aev J[1[Aael [uatUu |
4 TE Global Messages
(=) General Global Msg ' Govern Users m -« L |
(=1 Global Msg Dept & Insert / Update m - 4
& Insert / Update / Delete m - 4
%' Update Only m 4 % 4
&1 Profiles W' View Only m <4 1
(7 Govern Scheduler w
& OpenForms Designer

v 0igh

J‘M‘M\M’#hmr

When completed users will view Global Messages, but they will not have
access to editing features in Govern.
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Securing the Govern Matix GIS Application

yoieag "L

B TAX MAP 143-106-200-0

] TAX MAP 143-106-600-0
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B TAX MAP 143-200-200-0
By TAX MAP 143-201-000-0
fn] TAX MAP 143-201-200-0
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B TAX MAR 143-201-400-0
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4By TAX MAP 143-203-800-0
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B TAX MAP 144-100-900-0
4By TAX MAP 144-101-500-0
B TAX MAP 144-101-700-1
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U gy TAX MAP 144-102-800-0

As a custom entity, security is configured directly in the OpenForms Designer
(OFD) in Security mode.

Restricting Access to Govern Matix User Validation
Tables

To restrict access to the Matix user validation tables...

By User...

1. In the GSM locate the Applications component.
Double click to drill down to the Validation Table node.

Right click on the GIS Settings node icon, select Edit from the floating
menu.

4. On the right hand side in the Object Explorer Details pane, click to select
the Exclusions tab.

Right click below the user column; select Add user.
From the drop down menu, select the user that is to be restricted.

With the user selected, remove the users View and Execute rights, i.e.
click to clear the flags.
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Referring to the permissions grid in Using Permission Flags on page 47, we
see that simply removing the (V)iews flag will suffice, the removal of (E)xecute
rights further reinforces the restriction.

By Role...

Restrictions by role will also restrict the user, but it will do so at the expense of
all other members in the role. Unless this is required, it is not recommended.

Securing the Govern New Administration (GNA)

Administrators can secure access to critical menu functions within release 5.1
and greater of the Govern New Administration (GNA) application. In the GNA,
the sensitive areas of the application are utilities, forms and tools that access
the following:

* Application Configurations

* Editors

* Options

* Parameters
o Utilities

The GSM will allow administrators to lock out entire menu selections, or
individual submenu items. As is standard for GSM objects, security can be by
Role or by User. For example, within the Application Configurations menu,

User access can be restricted to any of the forms that are accessible through
the menu, or the entire menu itself can be locked out.

Restricting Access to a Menu or Sub Menu items

The following is the structure of the menu for a user with the Matix GIS module
installed. The current structure for the GIS Configuration under the Application
Configuration menu is as follows:

* Application Configurations (Top Level Menu)
* Matix
* Configuration (Submenu)

In the following example, the Matix submenu item will be removed for an
individual user.
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To restrict User access to the Matix menu item...

1. In the GSM Object Explorer pane, double click to expand the Users icon.

2. Right click on the user icon and select Permissions from the floating
menu.

Gawern Super User
. Type: User Validation Table Mames

Farent:

8 Users Permissions per role:
P Rsle Eoame Vo ARV 1o U amu 0 an
& Adeministrators - 4 = 4 [ | (w4
B Govern Super Uer m 4 m 4 (m o m] 4
& Tax Enforcement Offcers LI LI ] - w4
& Tax Supenvisors LI | LI | o« a4

®

®

=

]

m - [
B

B aueie Grabas 5

e

=

]

]

®

To hide the Matix configuration menu, we will need to hide the View, i.e.
disable the View (V) flag.

3. In the Object Explorer Details pane, locate the GNA application icon and
expand it to the level of the Configuration submenu item.

4. Under the V column, clear the checkbox to disable the viewing of the

submenu item (A).

B Web Configuration Parent: User Validation Tables
T& Workflow Permissions per role:
I 6 Editers Role E ALE Vo AW | Alt. | U Ak D AtD
() Opticns
TG Parameters 2 . AL 4 LI | w4 LI |
B Utilities t & Govern Super User [ )« [CIR | LI | LI |
I @ Govern Tax Enforcement Officers EJ a4 [CIR | [CIR | LI |
() Govern Scheduler # Tax Supervisors a4 [CIR | [CIR | LI |
@ mGovern
& OpenForms Designer
p g

5. Click Save to save the change.
6. Click Synchronize All.

In the Govern New Administration (GNA), when the user enters the
application and selects Application Configurations > Matix, the icon will be
present without a sub-item; the Matix Parameters menu has been hidden.
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Hiding the Menu Item...

To hide the entire menu item,i.e. the Application Configurations menu and all
submenu items, repeat the same procedure as above, but when “drilling
down” at the Application Configurations level, right-click and disable the View
(V) Permission flag.

& govern & | & aresn) B - »
(& governdemao Perni=cne |
(@ halonso Permissions per application: E
(@ hfehri Application E ARLE VoOARY I Akl
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m_ % Batch Scheduler consale ‘ =1 ‘ ] ‘
[ jeormack Q
cls @ 4 @ < @ <
[ /DCapone
@ jglowinski = @ cNa 4 |
@ kwingtam 'E Undefined
@ micgagne 2 [. Application Configurations
Kettani = TB GIs Configuration L
mkettani
® oo B GIS Parameters = « 0 « = 4
(& mmiranda 2 GIS Synchronization Tool m o« @ <
(& mwang B GIS Tooltip @ 4 @ « m o
@ nfraga 3 Undefined @ o = « = «
., o ST sl o [P
F o # - — i B ¥~ ¥y 4

In the Govern New Administration (GNA), the user will see a menu without the
Application Configurations option visible.
Govern New Administration (GNA)

o
Options Parameters Editors Utilities Windows Help

@ & & 6 e QL@ @ | O
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